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Methodology

The Federal Trade Commission (FTC) sponsored a survey of US adults on the topic of Identity
Theft and the resulting experiences of victims. The specific objectives of the study were:

» Estimate the incidence of Identity Theft Victimization
* Measure the impacts of Identity Theft on the victims
* Identify actions taken by victims

» Explore measures that may help victims of future cases of Identity Theft

The study was conducted using interviews conducted by telephone. Synovate's omnibus survey -
TeleNation - was the data collection vehicle. TeleNation uses a Random-Digit-Dialing (RDD)
sampling methodology to obtain a random sample of US adults age 18 and older. Each
administration of TeleNation yields at least 1,000 completed interviews with a nationally
representative sample.

Four waves of interviewing were conducted on the following dates:

* March 17-19, 2003
e April 7-9, 2003

e April 14-16, 2003
e April 21-23, 2003

In total, 4,057 interviews with US adults were conducted. A more complete description of
TeleNation's procedures is included as an Appendix to this report.

In addition to standard data processing procedures, additional weighting of the data was performed
to represent properly respondents who were victims of only the credit card form of Identity Theft.
For budgetary reasons, this group was only asked a limited number of questions in the April 21-23
TeleNation survey. To bring this group's responses back into proper proportion, an additional
weighting step was conducted.

With the exception of the data on the number of people who discovered that they were victims of
ID Theft within the last year, the results contained in this report are for victims who have
discovered that their personal information was being misused - that is that they were victims of
Identity Theft - within the last 5 years. That is, the results reported are based on people who gave
answers 1 through 7 in response to Question 6 of the survey.
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Executive Summary

The Incidence of ID Theft

1.5 percent of survey participants reported that in the last year they had discovered that
their personal information had been misused to open new credit accounts, take out new
loans, or engage in other types of fraud, such as misuse of the victim's hame and identifying
information when someone is charged with a crime, when renting an apartment, or when
obtaining medical care ("New Accounts & Other Frauds' ID Theft"). This result suggests
that almost 3.25 million Americans discovered that their personal information had been
misused in this kind of fraud in the past year. (See Table 1)

2.4 percent of survey participants reported misuse of their information in the last year that
was limited to the misuse of one or more of their existing credit cards or credit card account
numbers ("Misuse of Existing Credit Cards or Card Numbers"). 0.7 percent of participants
reported misuse of one or more of their existing accounts other than credit cards - for
example checking or savings accounts or telephone accounts ("Misuse of Existing Non-
Credit Card Accounts or Account Numbers").!

Including all types of ID Theft, a total of 4.6 percent of survey participants indicated that they
had discovered they were victims of ID Theft in the past year. This result suggests that
almost 10 million Americans have discovered that they were the victim of some form of ID
Theft within the last year.

4.7 percent of survey participants reported that they had discovered that they were victims
of "New Accounts & Other Frauds" ID Theft during the previous 5 years. 6.0 percent said
that they had discovered that they were victims of the "Misuse of Existing Credit Cards or
Card Numbers," while 2.0 percent indicated that they were victims of the "Misuse of Existing
Non-Credit Card Accounts or Account Numbers." In total, 12.7 percent of survey
participants reported that they had discovered the misuse of their personal information
within the last 5 years.

Victims of identity theft are classified as belonging to one of three categories based on the most serious problem
the victim reported. For example, victims who reported that a new account had been opened using their information and also that
their existing credit cards had been misused were placed in the "New Accounts & Other Frauds" category, not inthe "Misuse of
Existing Credit Card or Credit Card Number" category. The "New Accounts & Other Frauds" category was considered to be the
most serious, followed by "Misuse of Existing Non-Credit Card Account or Account Number." "Misuse of Existing Credit Card
or Card Number" was considered the least serious type of victimization.
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Table 1: Incidence of ID Theft in the Last Year, By Type of Misuse2

Discovered That You Were a Victim in the Last Year

New Accounts & Other Fraud ® 1.5%
Misuse of Existing Non-Credit Card Account or Account Number 0.7 %
Misuse of Existing Credit Card or Credit Card Number 2.4 %
Total Victims 4.6 %

Discovered That You Were a Victim in the Last Five Years

New Accounts and Other Fraud 4.7 %
Misuse of Existing Non-Credit Card Account or Account Number 2.0%
Misuse of Existing Credit Card or Credit Card Number 6.0 %
Total Victims 12.7%

2 Asexplained in footnote 1, each victim is classified as belonging to only one of the categories of ID Theft based
on the most serious problem the victim reported. Approximately 65 percent of those who experienced "New Accounts & Other
Frauds' ID Theft within the last five years also experienced the misuse of an existing credit card or other account - 22 percent
experienced the misuse of an existing credit card, 26 percent experienced the misuse of an existing non-credit card account, and 16
percent experienced both the misuse of existing credit cards and the misuse of existing non-credit card accounts. (The numbers do
not add to 65 due to rounding.) Similarly, 40 percent of victimsin the "Misuse of Existing Non-Credit Card Account or Account
Number" category also experienced the misuse of an existing credit card account.

3 "Other Frauds" include misuse of the victim's information to misrepresent a person's identity when someone is
charged with a crime by law enforcement authorities, when renting an apartment or home, when obtaining medical care or

employment with the victim's information, and similar misuses.
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The Costs of ID Theft

On average, victims of "New Accounts & Other Frauds" ID Theft indicated that the person or
persons who misused the victim's personal information had obtained money or goods and
services valued at $10,200 using the victim's information. This result suggests that the total
loss to businesses, including financial institutions, from this type of ID Theft was $33 billion
in the last year.* (See Table 2.)

Adding the costs that resulted from "Misuse of Existing Credit Cards and Credit Card
Accounts Only" ID Theft and from "Misuse of Other Existing Accounts" ID Theft to those
from "New Accounts & Other Frauds," the total cost of this crime approaches $50 billion per
year, with the average loss from the misuse of a victim's personal information being $4,800.

Individuals whose information is misused bear only a small percentage of the cost of ID
Theft. Nonetheless, looking at all forms of ID Theft, victims estimated that they had spent
$500 on average to deal with their ID Theft experience. Victims of the "New Accounts and
Other Frauds" type of ID Theft estimated that they had spent almost $1,200 on average.
Thus, the total annual cost of ID Theft to its victims appears to be about $5.0 billion, with
victims of "New Accounts & Other Frauds" ID Theft bearing $3.8 billion of that total.

Victims of ID Theft also spend a considerable amount of their own time resolving the various
problems that occurred because of the misuse of their personal information. On average,
victims reported that they spent 30 hours resolving their problems. On average, victims of
the "New Accounts and Other Frauds" form of ID Theft spent 60 hours resolving their
problems. This suggests that Americans spent almost 300 million hours resolving problems
related to ID Theft in the past year, with almost two-thirds of this time - 194 million hours -
spent by victims of "New Accounts and Other Frauds" ID Theft.

15 percent of ID Theft victims reported that their personal information was misused in non-
financial ways. The most common such use reported was to present the victim's name and
identifying information when someone was stopped by law enforcement authorities or was
charged with a crime. 4 percent of victims reported that their information was misused in
this way.

4
Victims are generally not liable for losses based on fraudulent actions taken by identity thieves using their

personal information. A variety of laws limit consumers' liability in these situations. Such laws include the Truth in Lending Act,
15U.S.C. § 1601 et seq., implemented by RegulationZ, 12 C.F.R. § 226; see especially 15 U.S.C. § 1643; 12 CF.R. § 226.12(b)
(limits consumer liability for unauthorized credit card charges to a maximum of $50), and the Electronic Fund Transfer Act, 15
U.S.C. § 1693 et seq., implemented by Regulation E, 12 C.F.R. § 205; see especially 15 U.S.C. § 1693g; 12 C.F.R. § 205.6(b)
(limits consumer liability for unauthorized electronic fund transfers depending upon the timing of consumer notice to the
applicable financia institution). Consumer liability for losses associated with check fraud and loan fraud are typically limited by
state statute or common law.
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Table 2: Costs of ID Theft in the Last Year!

Federal Trade Commission

New Accounts & Misuse of Existing All' ID Theft
Other Frauds Accounts (Both Credit

Card & Non-Credit Card)
Victims in the Last Year
Percent of Population 1.5% Credit Card - 2.4 % 4.6 %

Non Credit Card-0.7%
Number of Persons? 3.23 million 6.68 million 9.91 million
Loss to Businesses, inc.
Financial Institutions
Average Per Victim* $10,200 $2,100 $4,800
Total $32.9 billion $14.0 billion $47.6 billion
Loss to Victims
Average Per Victim $1,180 $160 $500
Total $3.8 bhillion $1.1 billion $5.0 billion
Hours Victims Spent Resolving
Their Problems
Average Per Victim 60 hours 15 hours 30 hours
Total 194 million hours 100 million hours | 297 million hours

1 Totals by type of ID Theft may not sum to the amount shown in the totals column due to rounding.
"Average Per victim" figures in the "All ID Theft" column are a weighted average of the values for the different types
of ID Theft with the incidence in the past year used as weights.

2

Based on U.S. population age 18 and over of 215.47 million as of July 1, 2002.

(http://eire.census.gov/popest/data/national/tables/asro/NA-EST2002-ASRO-01.php (visited July 14, 2003).
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The ID Theft victim's personal information is often misused for a substantial period of time. 13
percent of victims reported that their information was misused for 6 months or more. (For
"New Accounts & Other Frauds" ID Theft, 27 percent of cases involved the misuse of the
victim's information for at least 6 months.) On the other hand, in 26 percent of all cases of ID
Theft the misuse was limited to a single day. (Misuse was limited to a single day in 36 percent
of cases that only involved the misuse of existing credit cards or card numbers.)

The Benefits of Quick Discovery

The cost of an incident of ID Thetft is significantly smaller if the misuse of the victim's personal
information is discovered quickly. When the misuse was discovered within 5 months of its
onset, the value obtained by the thief was less than $5,000 in 82 percent of cases (including all
forms of ID Theft). When victims took 6 months or more to discover that their information was
being misused, the thief obtained $5,000 or more in 44 percent of cases.

The costs to the victim - both in terms of out-of-pocket expense and in time spent resolving
problems - are also substantially smaller if the misuse is discovered quickly. No out-of-pocket
expenses were incurred by 67 percent of those who discovered the misuse of their personal
information within 5 months of the time the misuse began. Where it took 6 months or more to
discover the misuse, only 40 percent of victims incurred no out-of-pocket expenses.

New accounts were opened in less than 10 percent of cases when it took victims less than a
month to discover that their information was being misused. New accounts were opened in 45
percent of cases when 6 months or more elapsed before the misuse was discovered. At least
in part, this result may reflect the fact that quickly discovering that a new account has been
created in a person's name may be more difficult than discovering that an existing account is
being misused. It may also suggest the likelihood that quick discovery reduces the risk that
new accounts will be opened.

In terms of the amount of time spent resolving problems, 76 percent of victims who discovered
the misuse of their information within one month spent fewer than 10 hours resolving their
problems, while in only 20 percent of cases where it took more than 6 months to discover the
misuse were victims able to resolve all of their problems in less than 10 hours.
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Reporting ID Theft

Most victims of ID Theft do not report the crime to criminal authorities. Only about 25 percent
of victims who participated in the survey said that they had reported the crime to local police.
Even with the more serious "New Accounts and Other Frauds" form of ID Theft, only 43
percent of victims said that they had reported their experiences to local police.

Only 22 percent of ID Theft victims said that they had notified one or more credit bureaus
about their experiences. Even among those who suffered from the "New Accounts & Other
Frauds" type of ID Theft, only 37 percent contacted a credit bureau. Of those victims who
contacted credit bureaus, 62 percent asked to have a "fraud alert" placed on their credit
reports.

Theft, including a lost or stolen wallet or pocket book or the theft of a victim's mail, was the
most commonly mentioned way of obtaining the victim's personal information. Approximately
25 percent of ID Theft victims reported that their information was obtained through such theft.
Approximately one-half of ID Theft victims said that they did not know how the person who
misused their personal information obtained it.
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Incidence of Identity Theft
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Q1 / Q3a/ Q4 - Incidence of Identity Theft, Past 5 Years
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4.7% of American adults surveyed said that within the last 5 years they had discovered that
they were the victim of an Identity Theft that involved the opening of new accounts or loans
or committing theft, fraud, or other crimes using the victim's personal information ("New
Accounts & Other Frauds" ID Theft). (Approximately 65% of those who experienced "New
Accounts & Other Frauds" ID Theft within the last five years also experienced the misuse of
an existing credit card or other account - 22% experienced the misuse of an existing credit
card, 26% experienced the misuse of an existing non-credit card account, and 16%
experienced both the misuse of existing credit cards and the misuse of existing non-credit
card accounts.)

Within the past 5 years, 2.0% of adults reported having an existing account other than a
credit card, such as a checking or savings account or a utility account misused ("Misuse of
Existing Non-Credit Card Accounts" ID Theft). (40% of these victims also experienced the
misuse of an existing credit card).

The most commonly reported form of Identity Theft involves the misuse of an existing credit
card or credit card number. 6.0% of survey participants indicated they had been the victim
of ID Theft, but that the misuse of their information had been limited to the misuse of an
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existing credit card or credit card number ("Misuse of Existing Credit Card or Card Number"
ID Theft).

* Intotal, 12.7% of survey respondents reported that within the last five years they had
discovered that they were victims of one of the three types of Identity Theft. This implies
that approximately 27 million American adults have been victims in this period.

* Non-whites also report slightly higher rates of victimization (16%) than whites (12%).

* Residents of the West Census region were most likely to be victims of Identity Theft within
the past 5 years (14%). The crime was found least in the Midwest region (10%) over the
same time period. Among respondents from the South, 13% reported experience with
Identity Theft; 12% of those in the Northeast region also have been victimized.

* Americans age 55 and over were slightly less likely to report victimization within the past 5
years (9%) than the population as a whole (13%).
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Q1 / Q3a/ Q4 - Incidence of Identity Theft, Past Year
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Within the past year, 1.5% of those surveyed said that they had discovered that their personal
information had been misused to open new accounts, to obtain new loans, or to commit theft,
fraud, or other crimes. ("New Accounts & Other Frauds" ID Theft) This indicates that almost
3.25 million American adults were victimized in this way within the last year.

2.4% of participants indicated that they had discovered that they were victims of the "Misuse of
Existing Credit Cards or Credit Card Numbers" within the last year. 0.7% of participants
indicated that they had discovered that they were victims of the "Misuse of Existing Non-Credit
Card Accounts or Account Numbers" during that period of time.

A total of 4.6% of those who participated in this survey indicated that they had discovered that

they were the victim of some form of ID Theft within the last year. This suggests that almost 10
million adults in the United States were victims in the past year.
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Q2 / Q3 - Credit card misuse
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» 28% of Identity Theft victims whose ID Theft experience included the misuse of existing
credit cards said that the misused card had been either lost or stolen.

* 16% of victims who had their existing credit cards misused said that the person who
misused their credit card also tried to "take over" the account by doing such things as
changing the billing address or adding themselves to the card as an authorized user.
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Q43 - Victims' concern about future victimization
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* Victims of Identity Theft are divided in their concern that they will be victims again. Looking
at all victims of ID Theft - regardless of the type of misuse they experienced - slightly fewer
than half (44%) say they are "very" or "somewhat" concerned that they will be victimized
again, while 55% say they are "not very" or "not at all" concerned.

* Those whose personal information was misused to open new accounts or commit other
types of fraud ("New Accounts & Other Frauds") are slightly more concerned about future
misuse of their information (47% "very" or "somewhat" concerned) than those who only
experienced the misuse of an existing credit card (36% "very" or "somewhat" concerned.)

* Non-white victims (53%) are more likely than white victims (40%) to be concerned about
future acts of misuse by an identity thief.

» Lower income victims were the most likely to express concern about future victimization
(60% of victims whose household incomes were less than $25,000 said that they were
"very" or "somewhat" concerned).

Federal Trade Commission Page 15 of 93 September 2003




Identity Theft Survey Report

Federal Trade Commission

Victims who suffered four or more distinct misuses of their information were more likely to
be concerned about future misuse than were victims whose information was not so
extensively misused. 68% of those with four or more distinct misuses said that they were
"very" or "somewhat" concerned about future misuse, whereas 38% of those with one to
three distinct misuses were similarly concerned. (A distinct misuse is the misuse of a
particular existing account, the opening of a single new account, or use of a victim's
personal information for any of the purposes identified in Q28.)
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Q6 - Discovery of misuse
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» Based on the survey results, it appears that incidents of Identity Theft are on the rise in the
US. The trend appears to accelerate with reports of Identity Theft within the past two years.

* Approximately one-quarter of Identity Theft victims found out about the misuse of their
information within the past year. This represents approximately 10 million Americans, 4.7%
of American adults, who have discovered that they have been a victim of Identity Theft
within the past year.

* Another quarter of respondents discovered the misuse of their personal information 6 or
more years ago.

* Overall the number of ID Theft victims who reported discovering the misuse of their personal
information within the last year was 41 % greater than the number discovering misuse
between 1 and 2 years ago. This growth was concentrated in the "Misuse of Existing Credit
Card Accounts Only" category, where the rate of growth was 71 %. For "New Accounts &
Other Frauds" ID Theft, the number of victims discovering misuse within the last year was
essentially unchanged from the year before.
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* The number of ID Theft victims who reported discovering the misuse of their personal
information between 1 and 2 years ago was almost double that for the period 2 - 3 years
ago. Between these two periods, there was substantial growth in all forms of ID Theft.
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Q7 - Length of time to discover misuse

B New accounts & other frauds
@ Other existing accounts
O Existing credit card only

1}
41% 399

1_7%_ 17% 1 9%;

33%
28%

8%

3%

Less than one week One week to one 1-5 months 6 months or more

month

For approximately one-third of all victims, it took less than one week to discover that their
personal information was being misused.

Discovering the misuse was quickest for people who experienced misuse of existing non-
credit card accounts (41% discovered the misuse within one week) or who only experienced
the misuse of existing credit cards (39%).

Victims of "New Accounts & Other Frauds" ID Theft were far less likely to discover the
misuse within one week. Only 17% of victims of ID Theft that involved the opening of new
accounts and other types of fraud discovered that their information was being misused
within a week of the onset of the misuse.

26% of all victims discovered the misuse of their information between one week and one
month after the time the misuse began.

12% of all victims took more than 6 months to discover the misuse. The victims most likely
to have discovered the misuse of their information after this lapse of time were those with
lower household incomes (19% of households with incomes of under $25,000 took 6
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months or more to discover the misuse, compared to just 7% of households with incomes of
$75,000 or more). Non-whites (19% of whom took 6 months or more to discover the
misuse) and those with lower levels of education (15% of those with a high school education
or less took at least 6 months) are also likely to take longer to discover the theft of their
information.

* Nearly one-quarter of the victims of "New Accounts & Other Frauds" took 6 months or more
to discover the misuse.

* It is likely that the time it takes many victims to uncover the occurrence of Identity Theft is
related to the billing cycle for credit cards and other existing accounts. Seeing unauthorized
account activity on a billing statement was the most cited way of discovering ldentity Thetft.
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Q8 - Aware information taken before misuse
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» Just 11 % of respondents said they were aware that their personal information had been
taken before discovering they were victims of Identity Theft.

» 8% of those who experienced only the misuse of existing credit cards and 9% of those who
experienced the misuse of existing non-credit card accounts were aware their information
had been taken before the misuse began. This compares to 17% of victims of "New
Accounts & Other Frauds" ID Theft.

* Victims who live in the Northeast (5%) and West (9%) were least likely to say they knew

their information had been taken, while victims in the South (15%) and Midwest (14%) were
most likely to know.
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Q9 - Current status of misuse
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» At the time of the survey, 5% of victims were still experiencing misuse of their personal
information. Another 2% were not sure if the misuse had stopped.

* Victims who had experienced four or more distinct misuses of their personal information,
whether the misuse of an existing account, the opening of a new account, or other types of
misuse, were more likely to say that their information was still being misused (13% of these
victims were still experiencing misuse of their information and another 4% were unsure
whether the misuse had stopped).

* Lower-income victims (those with household incomes of less than $25,000) were also more
likely to say that the misuse was ongoing - 8% were being victimized at the time of the
survey and another 8% were unsure if the misuse had stopped.
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Q10 - Period of misuse
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» Considering victims of all types of ID Theft, the median time period that victims say their
information was misused is between one week and one month. (That is, 50% of victims
said that their information was misused over this amount of time or less and the other 50%
said their information was misused at least this long.) The average period of misuse was
3.2 months.

» 25% of all victims said that the misuse of their information occurred only during a single day.
* 12% of all victims reported that their information was misused for more than 6 months.

* 54% of victims who had only existing credit cards misused said that their accounts were
misused over a period of less than one week.

» People who have experienced the more serious forms of ID Theft - those who had new
accounts opened or other types of fraud committed using their personal information -
reported that the misuse took place over a much longer period of time; more than one-
guarter of these victimizations lasted 6 months or more.
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* Those with lower levels of education are the most likely to report that the misuse of their

information lasted 6 months or more (16% of those with only a high school education or
less).

* A significant percentage of both lower and middle income households also reported
victimization spanning 6 months or more (17% of victims with household incomes below
$25,000; 18% of those with incomes between $25,000 and $75,000).
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Q11 / Q12 - Problem resolution
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» Although just 5% of victims said the misuse of their information was ongoing at the time of
the survey, four times that number - 21 % of all Identity Theft victims - said they were still
experiencing problems as a result of that misuse. (When asked whether they were still
experiencing problems resulting from the misuse of their personal information, 16% of
victims said that they had not experienced any problems.)

* Victims who experienced the "New Accounts & Other Frauds" form of ID Theft (34% still
experiencing problems), non-whites (30%) and middle income victims (27% of those
reporting household incomes of $50,000 - $75,000) were among the most likely to say they
were still experiencing problems. Conversely, victims age 55 and over were less likely to
still be experiencing problems (12% still experiencing problems).

* Overall, one quarter of all victims who had resolved all problems were able to do so within a
single day. Among victims who only experienced the misuse of existing accounts - whether
credit card accounts or other accounts - 32% were able to resolve their problems in a single
day.

The median time required to resolve problems was between one week and one month.
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