
National and State Trends
in Fraud & Identity Theft

January - December 2003

Federal Trade Commission
January 22, 2004

Source: Data from Consumer Sentinel
and the Identity Theft Data Clearinghouse



TABLE OF CONTENTS

Report Subject Page No.

Introduction 2

Executive Summary 3

Sentinel Complaint Trends

Three-Year Trend for Sentinel Complaints 4

Sentinel Top Complaint Categories 5
Sentinel Data Contributors 6
Fraud Complaint Trends 7
Internet-Related Fraud Complaint Trends 8
Three-Year Trend for Identity Theft (IDT) Records 9
How Identity Theft Victims' Information Is Misused 10
Identity Theft Victim Age Data and Law Enforcement Contact 11
Major Metropolitan Areas Ranking for Fraud Complaints 12
Major Metropolitan Areas Ranking for Identity Theft Complaints 13
Fraud Complaints and Identity Theft Victims by State 14
Detailed State Trends (one page per state and the District of Columbia) 15-66
Each detailed state report contains the following information:

Fraud Complaints
• Top Fraud Complaint Categories for Consumers
• Amount Paid Reported by Consumers
• Top Consumer City Locations for Fraud Complaints

Identity Theft Complaints
• Complaints by Identity Theft Type
• Top Identity Theft Victim City Locations

Appendices
Appendix A: Description of the Sentinel Network
Appendix B: Description of the Sentinel Complaint Categories
Appendix C: Sentinel Top Complaint Categories Three-Year Trends
Appendix D: Other Sentinel Data Contributors
Appendix E: How IDT Victims' Information is Misused Three-Year Trends

Federal Trade Commission Page 1 of 66 Created January 22, 2004



INTRODUCTION

Between January and December 2003, Consumer Sentinel, the
complaint database developed and maintained by the FTC,
received over half of a million consumer fraud and identity
theft complaints. Consumers reported losses from fraud of
more than $400 million. The reports in this booklet analyze
those complaints.

Consumer Sentinel collects information about consumer fraud
and identity theft from the FTC and over 100 other
organizations and makes it available to law enforcement
partners across the nation and throughout the world for use in
their investigations. Launched in 1997, the Sentinel database
now includes over a million complaints. Some data transfers
from other organizations contain complaints from previous
months and have not yet been received. Accordingly, the total
number of complaints reflected in this report may increase
over the course of the next few months. The addition of
complaints from other data contributors is also reflected in the
larger totals from previous years than were reported in earlier
FTC reports.

For more information about Consumer Sentinel, as well
as information about consumer fraud and identity theft,
visit the Consumer Sentinel public website at
www.consumer.gov/sentinel. If you represent a law
enforcement organization, call (202) 326-3196 or e-mail
sentinel@ftc.gov for membership information.

Consumer Sentinel
Leading Partners & Data Contributors

The Consumer Sentinel Network (For a detailed description see Appendix A)
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Executive Summary
Federal Trade Commission - 2003 Consumer Fraud and ID Theft Report

• The FTC received more than half a million consumer complaints (516,740) during calendar year
2003, up from404,000 in 2002. These include 301,835 complaints about fraud and 214,905
identity theft reports.

• 42% of all complaints received by the FTC related to ID theft, up from 40% in 2002.

• Consumer Sentinel now houses more than 1.5 million complaints. One million relate to
consumer fraud and almost 500,000 concern ID theft.

• Excluding ID theft complaints, the top category rankings are as follows:
• Internet auctions (15%)
• shop at home, catalog sales (9%)
• Internet services and computer products (6%)
• prizes/sweepstakes and lotteries (5%)
• foreign money offers (4%)
• advance-fee loans and credit protection (4%)
• telephone services (3%)
• business opportunities and work-at-home plans (2%)
• magazine and buyers clubs (1%)
• office supplies and services (1%)
The final category of "other" includes topics listed in Appendix B of the Report.

• All fraud victims reported losses of $437,463,950, with a median loss of $228.

• Victims of Internet related fraud reported losses of almost $200,000,000 in 2003, with the
median loss of $195.

• Internet related fraud accounted for 55% of all fraud reports, up from 45% 2002.

• Consumers report being contacted over the Internet in 58% of the complaints. This includes
emails and websites.

• The major metropolitan areas with the highest per capita rates of consumer fraud reported are the
Washington, DC area; Seattle/Bellevue/Everett WA; and San Diego, CA. Higher reporting of
fraud does not necessarily indicate a higher overal incidence.

• The most common ID theft complaint related to credit card fraud, followed by phone or utility
fraud; bank fraud; employment-related fraud; government document or benefit fraud; and loan
fraud.

• The major metropolitan areas with the highest per capita rates of ID theft reported are
Phoenix/Mesa, AZ; Los Angeles/Long Beach, CA; and Riverside/San Bernadino, CA. Higher
reporting of ID theft does not necessarily indicate a higher overall incidence.
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Sentinel Complaints by Calendar Year1

Percentages are based on the total number of Sentinel fraud complaints by calendar year.
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Sentinel Top Complaint Categories1

January 1 — December 31, 2003

1Percentages are based on the total number of Sentinel complaints (516,740) received between January 1 and
December 31, 2003. For Sentinel category descriptions, and three-year trends, see Appendices B and C.
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Sentinel Data Contributors1

January 1 - December 31, 2003

Percentages are based on the total number of Sentinel complaints (516,740) received between January 1 and
December 31, 2003. The type of complaints provided by the organization is indicated in parentheses.
2For a list of other organizations contributing to Sentinel, see Appendix D.
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301,835

Total Number of Fraud Complaints & Amount Paid
January 1 - December 31, 2003

Complaints Percentage of
Total No. of Reporting Complaints Reporting Amount Paid Average Median
Complaints Amount Paid Amount Paid Reported Amount Paid1 Amount Paid2

234,237 78% $437,463,950 $1,868 $228

Average is based on the total number of consumers who reported amount paid (234,237). Thirty-six consumers reported an
amount paid of $1 million or more.
2Median is the middle number in a set of numbers so that half the numbers have values that are greater than the median and half
have values that are less. Calculation of the median excludes complaints with amount paid reported as $0.

Fraud Complaints by Reported Amount Paid
January 1 - December 31, 2003

Methods of Payment Reported by Consumers4

January 1 -December 31, 2003

Percentages are based on the total number of fraud complaints where
company's method of initial contact was reported by consumers (258,952).
86% of consumers reported this information.

Percentages are based on the total number of fraud complaints where
consumers reported their age (205,817). 68% of consumers reported their age.
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Definition of "Internet-related": A fraud complaint is
"Internet-related" if: it concerns an Internet product or
service, the company initially contacts the consumer via
the Internet, or the consumer responds via the Internet.

Total Number of Internet-Related Fraud Complaints & Amount Paid
January 1 - December 31, 2003

Total No. of
Complaints

Complaints
Reporting

Amount Paid

Percentage of
Complaints Reporting

Amount Paid
Amount Paid

Reported
Average Median

Amount Paid1 Amount Paid2

166,617 148,708 89% $199,355,357 $1,341 $195
Average is based on the total number of consumers who reported amount paid (148,708). Thirteen consumers reported an
amount paid of $1 million or more.
2Median is the middle number in a set of numbers so that half the numbers have values that are greater than the median
and half have values that are less. Calculation of the median excludes complaints with amount paid reported as $0.

Internet-Related Fraud Complaints
By Reported Amount Paid

January 1 - December 31, 2003

Amount Paid
$0
$1-25
$26 - 50
$51 -75
$76-100
$101 -250
$251 - 500
$501 - 1,000
$1,001 - 5,000
More than $5,000

Percentage
19%
10%
10%
6%
5%
15%
12%
10%
12%
2%

Percentages are based on the total number of consumers who reported
amount paid (148,708). 89% of consumers reported this information.

Methods of Payment Reported by Consumers4

January 1 -December 31, 2003

Bank Cash/Cash Check Credit Money Telephone Wire
Account Advance C ards Order Bill Transfer

Debit

Percen tages are based on the total number of consumers who reported the method

of payment (52,343). 3 1 % of consumers reported this information.

Top Products/Services for
Internet-Related Fraud Complaints5

January 1 - December 31, 2003

Percentages are based on the total number of Internet-related complaints
(166,617) received between January 1 and December 31, 2003.

Internet-Related Fraud Complaints By Consumer Age6

January 1 - December 31, 2003

Percentages are based on the total number of Internet-related fraud complaints where
consumers reported their age (115,433). 69% of consumers reported their age.

Federal Trade Commission Page 8 of 66 Created January 22, 2004



Total Identity Theft Records1

by Calendar Year

Percentages are based on the total number of identity theft records by calendar year.
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Data Clearinghouse

How Victims' Information Is Misused1

Total Number of Identity Theft Victims = 214,905
January 1 - December 31, 2003

Credit Card Fraud: 33%

Theft Subtypes Percent of All Victims
New Accounts
Existing Accounts
Unspecified

19.2%
12.0

1.4

Phone or Utilities Fraud: 21%

Theft Subtypes Percent of All Victims
Wireless - New
Telephone - New
Utilities - New
Unauthorized Charges

to Existing Accounts
Unspecified

Bank Fraud

10.4%
5.6
3.8

0.6
0.8

d: 17%

Theft Subtypes Percent of All Victims
Existing Accounts 8.2%
Electronic Fund Transfer 4.8
New Accounts 3.8
Unspecified 0.5

Employment-Related Fraud: 11%
Theft Subtypes Percent of All Victims
Employment-Related Fraud 11.1%

Government Documents or Benefits Fraud: 8%

Theft Subtypes Percent of All Victims
Fraudulent Tax Return 3.7%
Driver's License Issued/Forged 2.3
Government Benefits Applied / Received 1.3
Social Security Card Issued / Forged 0.4
Other Government Docs Issued / Forged 0.4
Unspecified <0.1

Loan Fraud: 6%

Theft Subtypes Percent of All Victims
Business / Personal / Student Loan 2.3%
Auto Loan / Lease 2.0
Real Estate Loan 1.0
Unspecified 0.3

Other Identity Theft Fraud: 19%

Theft Subtypes Percent of All Victims
Other 11.6%
Illegal / Criminal 2.1
Medical 1.8
Internet / E-mail 1.7
Apartment / House Rented 0.9
Bankruptcy 0.3
Insurance 0.3
Property Rental Fraud 0.2
Child Support 0.2
Securities / Other Investments 0.2
Magazines 0.1

Attempted Identity Theft: 8%
Theft Subtypes Percent of All Victims
Attempted Identity Theft 8.0%

1Percentages are based on the 214,905 total victims reporting. Percentages add to more than 100 because approximately 19% of victims reported experiencing
more than one type of identity theft. All victims reported experiencing at least one type of identity theft. For three-year trends, see Appendix E.
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Data Clearinghouse

Identity Theft Complaints by Victim Age1

January 1 - December 31, 2003

1Percentages are based on the 197,475 victims who provided their age. This chart represents 95% of the victims who contacted the
Federal Trade Commission directly.

Law Enforcement Contact2

January 1 - December 31, 2003

1% of Victims Notified a

Police Department and

Did Not Indicate if a

Report Was Taken

8% of Victims

Notified a

Police Department

and a Report

Was NOT Taken

31% of Victims

Notified a

Police Department

and a Report

Was Taken

60% of Victims

Did Not Notify Any

Police Department

2Percentages are based on the 199,995 victims who indicated whether they had notified a police department. This chart represents
96% of the victims who contacted the Federal Trade Commission directly.
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Major Metropolitan Areas Ranking
for Fraud - Related Complaints

January 1 - December 31, 2003

Rank Metropolitan Area
No. of

Complaints

Complaints
Per 100,000
Population

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

Washington, DC--MD--VA--WV (PMSA)
Seattle--Bellevue--Everett, WA (PMSA)
San Diego, CA (MSA)
Phoenix--Mesa, AZ (MSA)
Tampa--St. Petersburg—-Clearwater, FL (MSA)
Oakland, CA (PMSA)
Denver, CO (PMSA)
Orange County, CA (PMSA)
Dallas, TX (PMSA)
Baltimore, MD (PMSA)
Atlanta, GA (MSA)
Nassau--Suffolk, NY (PMSA)
Minneapolis--St. Paul, MN--WI (MSA)
Los Angeles--Long Beach, CA (PMSA)
Boston, MA--NH (PMSA)
St. Louis, MO--IL (MSA)
Philadelphia, PA--NJ (PMSA)
Pittsburgh, PA (MSA)
Newark, NJ (PMSA)
Chicago, IL (PMSA)
Cleveland--Lorain--Elyria, OH (PMSA)
Riverside--San Bernardino, CA (PMSA)
Detroit, MI (PMSA)
Miami, FL (PMSA)
New York, NY (PMSA)
Houston, TX (PMSA)

7,552
3,254
3,674
4,150
3,052
3,028
2,467
3,275
3,718
2,615
4,050
2,663
2,833
9,080
3,238
2,474
4,838
2,229
1,881
7,345
1,985
2,849
3,594
1,787
7,238
3,185

153.4
134.8
130.6
127.6
127.4
126.6
117.0
115.1
105.6
102.4
98.5
96.7
95.4
95.4
95.0
95.0
94.8
94.5
92.5
88.8
88.2
87.5
80.9
79.3
77.7
76.2

Note: Ranking is based on the number of fraud complaints per 100,000 inhabitants for each metropolitan area. These charts
only illustrate Primary Metropolitan Statistical Areas (PMSA) and Metropolitan Statistical Areas (MSA) with a population of
two million or more. Metropolitan areas presented here are those defined by the Office of Management and Budget (OMB) as
of 1999 (see http://www.whitehouse.gov/omb/inforeg/msa99.pdf). Per 100,000 unit of population counts are based on the
2000 U.S. Census population count (Census 2000 Summary File 1 (SF 1) 100-Percent Data, April 1, 2000).
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Major Metropolitan Areas Ranking
for Identity Theft - Related Complaints

January 1 - December 31, 2003

Rank Metropolitan Area
No. of

Victims

Victims Per
100,000

Population
1 Phoenix--Mesa, AZ (MSA)
2 Los Angeles--Long Beach, CA (PMSA)
3 Riverside--San Bernardino, CA (PMSA)
4 Miami, FL (PMSA)
5 Houston, TX (PMSA)
6 Oakland, CA (PMSA)
7 Dallas, TX (PMSA)
8 Orange County, CA (PMSA)
9 New York, NY (PMSA)
10 San Diego, CA (MSA)
11 Atlanta, GA (MSA)
12 Washington, DC--MD--VA--WV (PMSA)
13 Denver, CO (PMSA)
14 Chicago, IL (PMSA)
15 Seattle--Bellevue--Everett, WA (PMSA)
16 Detroit, MI (PMSA)
17 Newark, NJ (PMSA)
18 Philadelphia, PA--NJ (PMSA)
19 Tampa--St. Petersburg--Clearwater, FL (MSA)
20 Nassau--Suffolk, NY (PMSA)
21 St. Louis, MO--IL (MSA)
22 Baltimore, MD (PMSA)
23 Minneapolis--St. Paul, MN--WI (MSA)
24 Cleveland--Lorain--Elyria, OH (PMSA)
25 Boston, MA--NH (PMSA)
26 Pittsburgh, PA (MSA)

5,041
13,012
4,381
2,871
5,243
3,002
4,152
3,320

10,641
2,978
4,183
4,936
2,041
7,946
2,186
3,963
1,719
4,168
1,845
2,066
1,944
1,816
2,019
1,459
2,114

926

155.0
136.7
134.6
127.4
125.5
125.5
118.0
116.6
114.2
105.8
101.7
100.3
96.8
96.1
90.5
89.2
84.6
81.7
77.0
75.0
74.7
71.1
68.0
64.8
62.1
39.3

Note: Ranking is based on the number of identity theft complaints per 100,000 inhabitants for each metropolitan area.
These charts only illustrate Primary Metropolitan Statistical Areas (PMSA) and Metropolitan Statistical Areas (MSA) with
a population of two million or more. Metropolitan areas presented here are those defined by the Office of Management and
Budget (OMB) as of 1999 (see http://www.whitehouse. gov/omb/inforeg/msa99.pdf). Per 100,000 unit of population counts
are based on the 2000 U.S. Census population count (Census 2000 Summary File 1 (SF 1) 100-Percent Data, April 1, 2000).
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FRAUD COMPLAINTS BY CONSUMER STATE IDENTITY THEFT VICTIMS BY STATE

January 1 - December 31, 2003

Rank
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

Consumer State
Alaska
Hawaii
Wyoming
Washington
Colorado
Nevada
New Hampshire
Oregon
Arizona
Montana
Virginia
Florida
Maryland
California
Utah
New Jersey
Delaware
Connecticut
Wisconsin
Pennsylvania
Missouri
Kansas
Vermont
Rhode Island
Massachusetts
Idaho
Indiana
Nebraska
Ohio
Maine
Michigan
Illinois
New Mexico
New York
Minnesota
North Dakota
Oklahoma
South Dakota
West Virginia
North Carolina
Iowa
Tennessee
Georgia
Texas
Kentucky
Alabama
South Carolina
Louisiana
Arkansas
Mississippi

Complaints
Per 100,00
Population

179.6
131.0
128.1
119.6
114.3
113.7
113.5
112.7
112.1
111.5
110.6
108.2
107.7
104.9
104.1
97.8
97.4
96.7
92.2
91.9
90.8
90.5
89.6
89.5
89.1
88.9
88.0
87.7
87.6
85.7
85.4
84.4
84.3
84.3
83.6
81.7
80.5
79.9
79.2
78.7
77.7
76.7
76.6
75.5
72.5
71.0
70.1
65.3
62.8
52.2

Number of
Complaints

1,165
1,647

642
7,335
5,200
2,548
1,461
4,011
6,256
1,023
8,171

18,419
5,931

37,221
2,447
8,451

796
3,368
5,048

11,358
5,179
2,465

555
963

5,729
1,215
5,455
1,526

10,020
1,119
8,612

10,681
1,580

16,170
4,229

518
2,828

611
1,434
6,618
2,288
4,479
6,649

16,706
2,986
3,196
2,907
2,936
1,712
1,503

Rank
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

Victim State
Arizona
Nevada
California
Texas
Florida
New York
Oregon
Colorado
Illinois
Washington
Maryland
Georgia
New Mexico
New Jersey
North Carolina
Michigan
Missouri
Indiana
Virginia
Delaware
Massachusetts
Utah
Connecticut
Pennsylvania
Hawaii
Kansas
Rhode Island
Minnesota
Oklahoma
Ohio
Tennessee
Arkansas
South Carolina
Nebraska
Wisconsin
Louisiana
Alabama
New Hampshire
Mississippi
Idaho
Alaska
Wyoming
Kentucky
Montana
Iowa
West Virginia
Maine
Vermont
North Dakota
South Dakota

Victims
Per 100,00
Population

122.4
113.4
111.2
93.3
83.0
82.4
81.7
81.3
77.4
77.3
74.9
70.5
70.3
68.9
65.9
65.1
61.3
59.1
58.2
57.7
56.5
56.4
54.9
52.9
51.6
50.6
49.9
49.7
48.1
48.0
47.6
47.5
45.7
44.9
42.5
41.7
40.5
38.8
37.6
36.1
35.6
34.3
32.3
30.7
30.6
28.1
27.0
25.7
20.0
19.6

Number of
Victims

6,832
2,541

39,452
20,634
14,119
15,821
2,909
3,698
9,792
4,741
4,124
6,127
1,317
5,948
5,537
6,566
3,496
3,660
4,297

472
3,634
1,326
1,913
6,545

649
1,378

537
2,517
1,689
5,494
2,782
1,294
1,895

781
2,325
1,875
1,823

500
1,084

493
231
172

1,332
282
900
508
353
159
127
150

Note: Per 100,000 unit of population estimates are based on the 2003 U.S. Census population estimates (Table NST-EST2003-01 - Annual Estimates of the
Population for the United States and States, and for Puerto Rico: April 1, 2000 to July 1, 2003). Numbers for the District of Columbia are: Fraud = 989
complaints and 175.5 complaints per 100,000 population; Identity Theft = 917 complaints and 162.8 victims per 100,000 population.
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Detailed State Information
(one page per state and the District of Columbia)

Fraud Complaints Identity Theft Complaints

• Top Fraud Complaint Categories for Consumers

• Amount Paid Reported by Consumers

• Top Consumer City Locations for Fraud Complaints

• Identity Theft Types Reported by Victims

• Top Identity Theft Victim City Locations
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ALABAMA
Consumer Sentinel Complaint Statistics and Trends

January 1 - December 31, 2003

Total Number of Fraud and Identity Theft Complaints from Alabama Consumers = 5,019
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ALASKA
Consumer Sentinel Complaint Statistics and Trends

January 1 - December 31, 2003

Total Number of Fraud and Identity Theft Complaints from Alaska Consumers = 1,396
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ARIZONA
Consumer Sentinel Complaint Statistics and Trends

January 1 - December 31, 2003

Total Number of Fraud and Identity Theft Complaints from Arizona Consumers = 13,088
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ARKANSAS
Consumer Sentinel Complaint Statistics and Trends

January 1 - December 31, 2003

Total Number of Fraud and Identity Theft Complaints from Arkansas Consumers = 3,006
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CALIFORNIA
Consumer Sentinel Complaint Statistics and Trends

January 1 - December 31, 2003

Total Number of Fraud and Identity Theft Complaints from California Consumers =76,673
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COLORADO
Consumer Sentinel Complaint Statistics and Trends

January 1 - December 31, 2003

Total Number of Fraud and Identity Theft Complaints from Colorado Consumers = 8,898
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CONNECTICUT
Consumer Sentinel Complaint Statistics and Trends

January 1 - December 31, 2003

Total Number of Fraud and Identity Theft Complaints from Connecticut Consumers = 5,281
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DELAWARE
Consumer Sentinel Complaint Statistics and Trends

January 1 - December 31, 2003

Total Number of Fraud and Identity Theft Complaints from Delaware Consumers = 1,268
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DISTRICT OF COLUMBIA
Consumer Sentinel Complaint Statistics and Trends

January 1 - December 31, 2003

Total Number of Fraud and Identity Theft Complaints from District of Columbia Consumers = 1,906
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FLORIDA
Consumer Sentinel Complaint Statistics and Trends

January 1 - December 31, 2003

Total Number of Fraud and Identity Theft Complaints from Florida Consumers = 32,538
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