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Data Mining and
Value-Added Analysis

By COLLEEN McCUE, Ph.D., EMILY S. STONE, M.S.W.,
and TERESA P. GOOCH, M.S.

We are drowning in information
but starved for knowledge.

—John Naisbitt

aw enforcement agen-
l I cies, particularly in view
of the current emphasis

on terrorism, increasingly face
‘the challenge of sorting through
large amounts of information
needed to help them make in-
formed decisions and success-
fully fulfill their missions. At the
same time, resources, particu-
larly personnel, often dwindle.
Described by one agency as the
“volume challenge,”" local,
state, and federal agencies alike
all struggle with an ever-increas-
ing amount of information that
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far exceeds their ability to
effectively analyze it in atimely
fashion.

However, while these issues
have surfaced, an extremely
powerful tool has emerged from
the business community. This
tool, used by mortgage brokers
to determine credit risk, local
supermarkets to ascertain how to
strategically stock their shelves,
and Internet retailers to facilitate
sales, adso can benefit law en-
forcement personnel. Com-
monly known as data mining,
this powerful tool can help
investigators to effectively and
efficiently perform such tasks
as the analysis of crime and

intelligence data.® Fortunately,
because of recent developments
in data mining, they do not have
to possess technical proficiency
to use thistool, only expertisein
their respective subject matter.

WHAT ISDATA MINING?

Datamining serves as an au-
tomated tool that uses multiple
advanced computational tech-
niques, including artificia intel-
ligence (the use of computers to
perform logical functions), to
fully explore and characterize
large data sets involving one or
more data sources, identifying
significant, recognizable pat-
terns, trends, and relationships

Dr. McCue is the program
manager for the Crime Analysis
Unit of the Richmond, Virginia,
Police Department and holds
faculty appointments at Virginia
Commonwealth University.

Lieutenant Colonel Gooch serves as
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Virginia, Police Department.
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not easily detected through
traditional analytical techniques
aone?® This information then
may help with various purposes,
such as the prediction of future
events or behaviors.

Domain experts, or those
with expertise in their respective
fields, must determine if infor-
mation obtained through data
mining holds value. For ex-
ample, a strong relationship
between the time of day and a
series of robberies would prove
valuable to a law enforcement
officer with expertise in the in-
vestigation pertaining to this in-
formation. On the other hand, if
investigators, while reviewing
historical homicide data, noticed
that victims normally possessed
lip balm, they would not, of
course, associate lip balm or
chapped lips with an increased
risk for death.

WHY USE DATA MINING
IN LAW ENFORCEMENT?

The staggering increase in
the volume of information now
flooding into the law enforce-
ment community requiresthe use
of more advanced analytical
methods. Because data-mining
software now proves user-
friendly, personal-computer
based, and, thus, affordable, law
enforcement agencies at al lev-
els can use it to help effectively
handle this increased flow of
data



The law enforcement com-
munity can use data mining to
effectively analyze information
contained in many large data
sets, even those involving writ-
ten narratives (which represent a
great deal of valuable law en-
forcement information). These
may include calls for service
data, crime or incident reports,
witness statements, suspect in-
terviews, tip information, tele-
phone toll analysis, or Internet
activity—almost any informa-
tion that law enforcement pro-
fessionals encounter in the
course of their work.*

Not only can these data sets
differ by type but they can origi-
nate from different sources,® po-
tentially giving law enforcement
agencies both a more complete
informational base from which
to draw conclusions and the abil-
ity to identify related informa-
tion in separate databases or in-
vestigations. For example, this
may prove valuableinthe area of
illegal narcotics enforcement.
The law enforcement commu-
nity frequently gathers informa-
tion regarding markets, trends,
and patterns, while medical
and social services personnel
store information concerning
substance use and abuse on the
individual level. In instances
where appropriate, the opportu-
nity to combine these data re-
sources can give investigators a
more complete picture and can
help address various narcotics

problems more rapidly, poten-
tially saving both lives and
resources.

Law enforcement agencies
can consider exploring the use of
data-mining applications to as-
Sist them in a variety of aress.
Some examples include tactical
crime analysis, deployment, risk
assessment, behavioral analysis,
DNA analysis, homeland secu-
rity, and Internet/infrastructure
protection.
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Because data-mining
software now
proves user-friendly...
and, thus, affordable,
law enforcement
agencies at all levels

canuseit.... , ,
Tactical Crime Analysis
Data mining offers law en-
forcement agencies potential
benefits in the area of tactical
crime analysis. For example, be-
cause agencies can use datamin-
ing for such purposes as to more
quickly and effectively identify
relationships and similarities
between crimes and to forecast
future events based on historical
behavioral patterns, they can

develop investigative leads and
effective action plans more

rapidly.® Mgor case investiga-
tions, which frequently present
not only large volumes of infor-
mation but also demands for
rapid case resolution, serve as
good examples of how law en-
forcement agencies can benefit
from datamining in this regard.

Deployment

Law enforcement agencies
can use data-mining technology
to help them deploy their re-
sources, including personnel,
more effectively and proactively.
For instance, data mining can
help them identify such key ele-
ments in a case or series of
events as patterns of time and
location—by forecasting future
events based on this historical
data, agencies potentialy could
anticipate strategic locations for
deployment.

Data mining also allows
agencies to consider multiple
variables at one time and to add
more weight to those considered
most important to the decision at
hand. For example, patrol offic-
ers, who generally respond to in-
cidents with quick turnaround
rates, may answer to numerous
cals for service and effect many
arrests in a relatively short
amount of time. On the other
hand, death investigations can
require multiple officers entire
shifts just to maintain the crime
scene perimeter; as aresult, ho-
micide investigators generaly
may handle considerably fewer
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incidents and arrests. To this
end, by weighing heavily such
factors as the type and duration
of these incidents, law enforce-
ment agencies can develop effec-
tive deployment strategies.

By using data mining, law
enforcement personnel, for pur-
poses of analysis, also can link
incidents, crimes, or changes in
crime trends to other types of
events in making deployment
decisions. For example, an
agency historically may have
noticed relationships between
major weather events, such as
snowstorms or hurricanes, and
decreases in street crimes. Also,
they may have seen how the ar-
rests of key playersin organized
crime or drug distribution rings
seem to result in increased vio-
lence as informants are sought
and identified and as new leaders
emerge during reorganization.
As another example, they may
associate increased apprehen-
sion rates and a strong economy
with decreases in property
crimes.” By using datamining to
consider such relationships, law
enforcement agencies then can
deploy their personnel as they
deem necessary.

Risk Assessment

Much like lenders and credit
companies use data mining to
great effect in assessing the fi-
nancial gamble involved with
lending money or extending
credit to individuals or groups,
law enforcement agencies can
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use it to characterize the risk in-
volved in various incidents. For
example, agency personnel can
explore the use of datamining to
identify common characteristics
of armed robberies that ended in
assaults; doing so then can help
identify those that may escalate
into assaults in the future. Simi-
larly, in the past, certain types of

€ PhotoDisc

property crimes have proven re-
lated to subsequent stranger
rapes.® The ability to character-
ize property crimes as similar to
those previously associated with
subsequent sexua assaults can
aert investigators to focus on
certain cases and develop effec-
tive action plans, perhaps pre-
venting many similar situations
from occurring in the future.

Behavioral Analysis

The behavioral analysis of
violent crime represents another
area with significant potential
for data mining. For instance,
law enforcement agencies can

use data mining to identify com-
mon behavioral characteristics
in different cases. Even when not
identifying a specific offender,
investigators may find it possible
to gain some insight into what
type of offender may prove re-
lated to aparticular incident. Re-
search in this area, for example,
has resulted in the use of data
mining to efficiently link serious
sexual assault cases based on
similar offender behaviors.’

DNA Analysis

Law enforcement agencies
also can benefit from the use of
data mining when examining
DNA evidence. For example,
when DNA links a new suspect
to an old case, investigators logi-
cally may wonder what other
cases the suspect may be linked
to. Given the amount of informa-
tion involved, law enforcement
personnel can find it virtually
impossible to efficiently and
completely search old case files
each time they identify a new
suspect. To this end, compiling
DNA information into a search-
able database gives law enforce-
ment agencies a powerful tool to
help identify, and potentially
close, additional linked cases.

Homeland Security
Processing and gaining
meaningful insight from the
staggering amount of data
critica to homeand security has
proven difficult™ Law enforce-
ment agencies can use data



mining to help them face this
challenge.

For instance, investigators
would like to anticipate, and
thereby prevent, acts of terror-
ism. By using data mining to
identify relevant historical pat-
terns, trends, and relationships
involving terrorists, they could
accomplish this objective more
effectively.

Also, because data mining
allows law enforcement agencies
to evauate information in varied
formats and from various data-
bases and agencies, it can enable
them to effectively and effi-
ciently analyze a wide range of
information that potentially
could shed light on terrorist
activity. For example, by analyz-
ing information from multiple
health-related data sources, law
enforcement agencies could
recognize significant patterns
of illness that may indicate
bioterrorism activity or the use of
other weapons of mass destruc-
tion."! Agencies also can usethis
capability to associate general
crimes with terrorist activity by
linking them with additiona in-
telligence—recent information
suggesting links between ciga-
rette smuggling and terrorist
financing™ serves as a valid
example.

I nternet/Infrastructure
Protection

The law enforcement com-
munity may find that the
capability of data mining in

characterizing and monitoring
normal activity, aswell asidenti-
fying irregular or suspicious ac-
tivity, proves applicable in the
area of Internet and infrastruc-
ture protection. For example, the
recognition of suspicious pat-
terns of Web site activity not
only can help in the area of tradi-
tional intrusion protection but
also can serve as an important
warning about the release of in-
formation. The FBI's National
Infrastructure Protection Center
(NIPC) recently underscored the
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Law enforcement
agencies can consider
exploring the use
of data-mining
applications to assist
them in a variety

of areas.
))

importance of reviewing all
Internet materials currently
available, as well as those
considered for release, for poten-
tial threats to critical infrastruc-
ture and homeland security.™
This warning comes as many
municipal Web sites are receiv-
ing suspicious activity and
interest.* This information par-
ticularly includes that which, ei-
ther on its own merits or in com-
bination with other open-source

materials, may prove useful to
entities with malicious intent.

CONCLUSION

Law enforcement agencies
face an ever-increasing flood of
information that threatens to
overwhelm them; this will re-
quire a change in how they
process and analyze data. Data-
mining technology represents a
powerful, user-friendly, and ac-
cessible new tool that agencies
can use to help them in facing
this challenge asthey seek to ful-
fill their missions—ultimately,
to ensure the safety and welfare
of the public. «
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