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Dear Colleague:

Ilicit drug traffic continues to flourish in every part of the country. The cash received by the
traffickers is often converted to assets that can be used by drug dealers in ways that suit their
individual tastes. Since 1981, (ederal authorities have increased their attack on these assets
through both criminal and civil forfeiture praceedings with remarkable success. The recent
passage and use of state asset forfeiture laws offers an excellent means for state and local
jurisdictions to emulate the federal suceess.

The Bureau of Justice Assistance (BJA), in the Office of Justice Programs, has funded a
nationally focused technical assistance and training program to help state and local
jurisdictions facilitate broader use of such laws. BIA selected the Palice Executive Research
Forum to develop and administer this program because of its history of invalvement in
practical, problem-oriented research ta improve police cperations and the Forum's central
role in developing training materials far use by police agencies and chief executives.

As part of this project, the Forum has contracted with experts in the area of asset forfeiture
and financial investigations to prepare a series of short manuals dealing with different
concerns in the area of asset forfeiture, We hope these manuals help meet the rapidly
unfolding needs of the law enforcement community as more and mare agencies apply their
own forfeiture laws and strive to learn from the successes and problems of their peers.
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Tracing Money Flows Through
Financial Institutions

Law enforcement agencies have been waging a continuous bat-
tle against narcotics traffickers for years, with admittedly
mixed results. For every leader arrested, two stand up to re-
place them. Even arresting the entire upper echelon of a drug
organization may have little effect. As long as the organiza-
tion’s assets remain in place, others can easily step up and
rebuild.

The passage of key federal criminal statutes has changed the
nature of drug investigations. Those statutes include the Rack-
eteer Influenced and Corrupt Organizations Act, Continuing
Criminal Enterprise Statute, and the Money Laundering Con-
trol Act of 1986. Each is significantly strengthened by the inclu-
sion of civil and criminal forfeiture provisions, which enable
enforcement agencies to seize assets of drug organizations and
other criminal enterprises.

Those laws, often cloned at the state level, allow law en-
forcement officials to uproot drug organizations. Without as-
sets, criminal organizations cannot continue, no matter how
many people are waiting in the wings to replace the arrested
leaders. Such organizations cannot purchase their narcotics,
bribe officials, pay their troops, nor enjoy the fruits of their il-
legal enterprise. Without assets, the organization must be re-
built from the ground up.

Bank records are probably the single most important source
of leads to assets that can be seized under the aforementioned
laws. Thus, the more you know about tracing transactions
through banks, the better you can use those laws in your
investigations.

This paper discusses records that are available from banks
and explains methods of tracing transactions into banks,
through banks, and out of banks—whether through account
transactions, loans, securities, bank checks, wires, or cash. The
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process is simple: follow the paper to its ultimate source and to
its ultimate disposition. The trail can lead to assets, witnesses,
and other principals.

Obtaining Bank Records

Bankers have become an important source of information to
law enforcement, especially in recent years. To cultivate them
as white-collar sources makes sense. Anything that can be
done to facilitate their compliance with your search request
will benefit you as well.

Bank records can be obtained in most jurisdictions by civil
discovery (in the case of civil forfeiture procedures), civil sum-
mons, court subpoena, grand jury subpoena, search warrant,
or other similar legal process.

The cost of obtaining bank records can be very high. Most
banks will not give police agencies free access to their files but
will charge the agency a fee for search-and-retrieval time and
for reproduction costs. However, most cases do not require an
in-depth analysis of all bank records. Therefore, the proper se-
lection of records to be retrieved is a function of case require-
ments and the case agent's workload balanced against the cost
and time involved in retrieval.

Drafting a lega request to include every possible item you
may eventually want the bank to retrieve is generally a good
idea (Exhibit 1). As a matter of public relations, you should

work closely with the bank to develop a step-by-step process
of retrieval.

Types of Banking Transactions

Banking transactions can be divided into two types for our
purposes. The first involves transactions that flow through ac-
counts—that is, account transactions. They include account de-

posits, account withdrawals, and debit and credit memos
(memo entries).

Exhibit 1
Bank Document Request Language

|. All Bank Records - Present

A. All open ar closed checking, savings and NOW accounts
Signature cards

Bank statements

Cancelled checks

Deposit tickets

Credit and debit memos

Wire transfer recards

Forms 1099 or back-up withholding statements

etained copies of all open or clased bank loan or mortgage documents
Loan application

Loan ledger sheet

Copy of loan disbursement document

Copy of loan repayment document

Loan carrespondence file

Collatera)l agreements

Credit reports

Capies of nates ar other instruments reflecting the obligation to pay
Copies of real estate mortgages, chattel mortgages or other security
for bank loans

10. Copies of annual interest paid statements

11. Copies of loan amortization statements

PENEHABNATD NOO RGN

C. Certificates of Deposit (purchased or redeemed)
1. Copies of the certificates
2. Records pertaining to interest earned, withdrawn or reinvested
3. Forms 1099 or back-up withholding statements recards

D. Open or closed investment or security custodian accounts
1. Documents reflecting purchase of security
2. Documents reflecting negotiation of security
3. Safekeeping records and logs
4, Receipts for receipt or delivery of securities
5. Copies of annual interest paid statements

All open or closed IRA, Keogh and Other Retirement Plans

1. Statements

2. Investment, transfer and redemption confirmation slips

3. Documents reflecting purchase of investment

4. Documents reflecting redemption of investment

5. Copies of annual interest earned statements

F. Customer carrespondence file

G. Retained copies of all Cashier's, Manager’s, Bank, or Traveler's checks
and maoney orders A

1. Copies of documents used to purchase check/money order
2. Copies of documents reflecting negotiation of check/money order



3. Retained copy of application
4. Retained copy of negatiated check/money order
H. Wire transfer files
1. Fed. Wire, Swift or other documents reflecting wire transfer of funds
ta, from or on behalf of {the subject)
2. Documents refiecting source of funds for wire out
3. Documents reflecting disposition of wire transfer in
|. Retained copies of all open or closed safe deposit box rental and entry
records
J. Open or closed credit card files
1. Applications for credit card
2. Monthly statements
3. Copies of charges
4. Copies of documents used to make payments on account

K. Retained copies of Currency Transaction Reports (Forms 4789)

L. Retained copies of bank's CTR Exempt List (if subject is exempt) and
documents reflecting justification for exemption.

The second type of transaction is the nonaccount transac-
tion. Loans fdl into this category, as does the purchase or sde
of securities (including certificates of deposit, stocks, bonds,
and Treasury hills). The purchase or negotiation of bank
checks is dso a nonaccount transaction, as are cashier's checks,
money orders, traveler's checks, and cash transactions (the ex-
changing of cash for cash and the cashing of third-party
checks). Wire transfers and entries into a ssfe deposit box are
aso nonaccount transactions.

Flow of Transactions Through Banks

Tracing transactions through a bank is like any other asset-
tracing procedure—you search for the ultimate source of the
funds coming into the bank and you search for the ultimate
disposition of funds leaving the bank. Both ends of the trans-
action can lead to hidden sources of income, hidden assets,
previously unknown witnesses, and other principals.

To understand the nature of account transactions, one must
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Exhibit 2a
Depositor
Cash and/or
Checks
|
Deposit Ticket
|
Teller Receipt to
| Customar
Teller's Proaf
Mathematical Verification
of the cash and checks thal pass
through the teller's hands
I
Proof Department
Independent Verification
of teller’'s work and sorting
of items
— - ' ;
Transit Items Out Clearings On-Us Internal
Checks drawn on Checks drawn on banks Checks drawn on Dspal;trnenis
out of town banks within area, usually this bank and Debits and
handied through deposit tickets Credits
Clearinghouse
S | S
Correspondent  Federal Clearinghouse Bookkeeping Department
Banks Resarve  Exchanging of checks To be posted to customer's

Banks among tocal banks accounts

Collection of outl of
Lown checks received
from depositors

understand how transactions flow through a bank through de-
posits, withdrawals, and memo entries (Exhibit 2a & 2b). The

transaction begins at a transaction entry point. This may be a

teller, a memo entry from another department, or input from

the cash services department.

The teller serves as the transaction entry point when, for ex-
ample, he or she receives a deposit through the mail, from an
automatic teller machine, or directly from a bank customer.
The cash services department handles deposits for larger cash
customers, such as department stores and grocery stores.

From the entry point, transactions go to the proof depart-
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Exhibit 2b

Types of Banking Transactions and Records Maintained

I. Account transactions

A. Deposits
1. Tellar tape
2. Deposit ticket
3. Item deposited
4. Cash in ticket
5. Credit memo

B. Withdrawals

1. Teller tape

2. Check

3. Cash out ticket

4. Debit memo

Il. Non-accaunt transactions

A. Loans 3. Purchase document

1. Loan application

2. Loan ledger

3. Carrespondence file

4. Loan Disbursement Documents

a. Teller taps 4, Redemption document

b. Bank check
c. Credit memo
5. Loan repayment documents
a. Teller tape
b. Copies of checks D
c. Cash in tickets

1s
d. Debit memos 2.
B. Securities—CDs, Stocks, Bonds, etc. 3.
1. Bank copy of security (delivered) 4.
2. Security held in safe keeping
3. Payment instrument
a. Teller tape
b. Copy of check
c. Cash in ticket 5.

d. Debit memo
4. Disbursement instrument
a. Teller tape
b. Bank check E
c. Credit memo 1

Treasurer's Checks, Money Orders,
Traveller's Checks

1. Copy of bank check

2. Copy of application

a. Teller tape

b. Copy of check used

c. Cash in ticket
d. Debit memo

a. Teller tape

b. New bank check issued

c. Credit memo
d. Cash out ticket

. Wire Transfers
Application for wire

Federal Reserve wire memo
Swift message memo
Funds out documentation

a, Teller tape

b. Copy of check used

c. Cash in ticket
d. Debit memo

Funds in documentation

a. Teller tape
b. Bank check
c. Credit memo

. Safety Deposit Box
. Signature card/contract
C. Bank Checks—Cashier's Checks, 2.

Entry Record

Exhibit 3
Negotiated Check

0 L ABA Transit
Marking on 4 Number
face of check

by drawee s 'd‘d;‘, ‘&"‘z:""“, — 4 4"

bank J"‘—- l‘.-:_l *"Zﬂ"—-_.A S oo Ly

- ====r7

P.E.G, means prior
endarsement guar-
anteed; additional
endorsements as
transit item

Depositor;
bank of
deposit :
+ Endorsement of re-
ceiving Federal
Reserve Bank at the

Proof machine time check for-

notation, warded to drawee
including date bank
of deposit

ment. Here each item is encoded with a discreet number so it
can be located in the bank's records system (Exhibit 3). In ad-
dition, the MICR number (that series of computerized numbers
which appear at the bottom of checks) is encoded at this point.
That number will be read by high speed computer readers dur-
ing the clearing process (Exhibit 4).

Each item is then microfilmed. Items that enter the bank to-
gether are generally filmed together in the order of their re-
ceipt. The items are entered into the bank's computer system
at this point.

All items are then batched by high speed machines to facili-
tate further processing. Items are generally batched in four (or
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Exhibit 4
MICR Encoded Check

-8t
STANDARD BANK & TRUST COMPANY e
L
Mav 19, 1981
s Dosta 5%
= . 7/-/
m-M e e DORLLARS
oty e
02T
7/ [9)
In:new-nqa 'n-]s 20084 26 70" A04 erunuuan 56704
—_—
(=2, 111 - ACCOUWT ROoCEew A OUNT
ROT | TRAMBIT LU T L CONTAOL
LEvMEoL  musmsss N ,

PEEAA LI FIED rFoRTEUALIFILD

more) categories: "on-us" items, clearinghouse items, transit
items, and specia items. On-us items are dl those that can be
cleared totally within the bank. Clearinghouseitemsarethose
which must clear through other locd banks and are thus
cleared through alocd clearinghouse. Transit items are those
which must be sent outside the bank's area for clearing. They
are sent through correspondent banks and Federa Reserve
banks. For our purposes, special items consist of cashier's
checks, debit and credit memos, certificates of deposit, loan

transactions, wire transfers, etc. They require specid handling
by the bank.

Items requiring further handling, such as trangit items and
gpecid items, are sent to the appropriate department for find
processing.

The last step in transaction processing occurs in the book-
keeping department, into which dl items eventualy flow.
There, they are filed in a manner that alows quick retrieval.
The bookkeeping department, which often contains an error
resolution unit, maintains those files and searches them for
other departments.
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Requesting Bank Records

The firg step to take, even before drafting any subpoenas, is
to determine the existence of checking or savings accounts,
loan accounts, investment accounts, and safe deposit boxes.
Always ask the bank to check for both open and closed ac-
counts. In most cases, one can obtain this information by inter-
viewing a bank officd. However, some banks will not volun-
tarily assst you in determining whether your subject has an
account. They will require a subpoena stating the exact name
of the account, etc. Fortunately those banks are few, and bank

employees with this attitude can sometimes be overruled by
their superiors.

Ask for Signature Cards and Account Statements

Once you have received account and other information, you
can request several items simultaneously. Ask for the signature
cards of dl accounts, account statements, loan records, and
safe deposit records. Those records are requested first for sev-
erd reasons. They are generdly easly retrievable by the bank.
This means you get the information quickly and with little ini-
tid cost to your agency. Second, you must analyze the account
statements before you can request the detailed information
concerning checks, deposits, and memo entries.

Signature cards not only revea who owns the account but
aso can serve as handwriting exemplars (Exhibit 5). In addi-
tion, they often refer to corporate board resolutions, partner-
ship agreements, or other business agreements on file at the
bank. Those resolutions can provide leads to other witnesses,
principals, or co-conspirators.

Before requesting account statements, determine what time
period you need to cover. Be certain to request enough state-
ments so that a complete history is compiled. The cost of ob-
taining account statements is generaly negligible, as is the
bank's time to procure them. So ask for dl the statements that
might be relevant, within reason. Remember, banks must re-
tain records for periods specified bv law. If the bank states that
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Exhibit 5

1 PERSON CCOUNT
Post Olfice Box 627  MclLean. Virginia 22101 APPLICATION /S|GNATURE CARD
Customer (1) A 7 Customer (2)

i

Custamer Name > 1]

Resioence (type maring N \
apoeess on bolam pan) N

Dale of Birth \ \ \ )
Hame Pnone No \ N \
Empiayer \ S~~~
Employmen| Address/ N N

Business Location \ N\

Work Phone \ \

Exhibit 6a

amarican nanonal banka
Customer Accaunt

: T69708RL00 PAGE 1
3,:’:&“““;‘;‘;?”°W'w_,; a4 Fogn 2-27-85 10 J-28-23
ST LTMaME :""“""3‘}31

(1) L5755} £

1Q CHECK LO4M
AVAIL ABLE CREDLY 15 312,000.00 CREQIT LIMIT IS $2,000.00

PREVIOUS BALANCE WURBER/TCOTAL CREOITS WUMBER/TOTAL OE3ITS FEES HEW BALAMCE
19 CHECK 16

LFRLIETRE 3 430336013 rd ] I3,623,95 .00 17,921,335

10 CHECK [NG
ATE

Qiner Accounts wiin
First Amerncan Banx ol

ﬁ Checwng O Savings O Visa
O Mastercard O Chaci-A-Line

O Checking T Savings O Visa
O masiercare O Check-A-Lme

Virgina D Lean T Morigage O Trust Disan O Mengage O Trust
D) Sake Deposil Box O Dimer O Saie Depestt Box 1 Ouhar
C MOMEY EXCHANGES™ Card [ MONEY EXCHANGESM Card
Special CIS lmnrnujén / E
N
First Hame Wi Lswt Name 7 Branch ODA SAV Accoun! &
- %
Firsl Name W1 Lasti Name "\ -/ Cuie Opanagioy ~ Furm Dapasil
Payabie on Desih ta N
: \ Type  Service Chatgs
Special Insiructions \ 5
Agoress for Siatements
Z SCLE OWNERSHIP o qum WITH SURVIVORSHIP ] JOINT ACCOUNT ~ND SURVIVORSHIP
i IDISSKN
Slcl'u "
2y IDISSN
5 nature
The Bank 15 hetEdy 1 the 5]

m payment of lunds or iransactron of any
ousingss lor his accoul incluging su:p paymeni nn any check(s) 1ssueo by sny party | {we) authonze the bank, and Il 2
joint account £ach of 4 qutnanes te olher 10 eadorse 10r gepasil in this sccount all checks and oite! ems lor payment ol
maney payatie (o me edher. any, boin or all ol us The bank s guthenzed 1o charge al anry fime sgams! s accouml, any m-
otbledness owing 10 INe nank by me. either, any. or both of us, il the bank shall leel inszcure imespecinve Of whether Mis
aceount or mdebiness shall have malurea or not a1 The ime of Ihe charge | (we) wanve protes) for ang nehce of fne dishonor

ana/ot hon-payment o any ftems  This accoun! 15 also sybpect 1o Ihe prowisions oF the (udes and fegulilons of the Bamk
regarsing such actounts

@s.mc. Mark of the MONEY EXCHAMGE Barvice Carporation
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OESCAIPTION ARQUNT AADUNT JLILY QALAKNCE
'H:N. CHECH 1l4 138.60 4,008.21
3=04 crscn Lis 1,%00.00 Le306.71
3-01 L RECH 120 Li.g0 4.499,21
3-38 ChHECK 122 8.90 LpkaTa2l
3=11 CFECK 110 8. 2% habbO.98
1=12 ODEFDILT *3pk33.03 “7eBn53.94
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3=i1 ChECR 159 72.18 22,559.0%
I=21 CHECe 182 40. 50 22s514845%
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I-22 CHECK 131 1e385,31 Zlednn.T1
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3-27 CHECR L34 7. 08 175502450
3=21 CHECK 6% 20.00 179Tha50
3-27 CHECH 133 50402 1Te24.23%

it does not possess the records, check with your counsel for
possible noncompliance with banking regulations.

Examine Satements to Facilitate Further Requests

Analyze al statement entries (Exhibits 6a, 6b, and 6c) to help
narrow your requests for records. Most cases do not require
pulling dl bank records pertaining to the subject. A careful
anayss of statements can help determine which items to re-
quest next. For example, interaccount transfers can often be
identified from statements and thus eiminated from further
detailed follow-up.



Exhibit 6b
Bobtail Statement

ATATHMENT OF vYauR PERBONAL CHECNimS ACCOUNT

‘mUNT m DATE AD BALASCE ON LART STATEME=T WREFORITE ’._II. OTEER (TEME ASY Y
6503110{ 4p1fBlla 22207 = 52862 ] 3 )

CHECHE AmD OTHES |7 {ME CARGED SEAYICE CHARZRE

DATE AND BALANCE OF THIE STATEMENT

- ]J-l 0!‘
3 4 u.x!r FLEASE ENAMIRE THIS ETATYIWENT
AnD CAaMCELLED CHECHS FROMSTLY.
4161 S HAARBOAM ORIVE THE FOAM OR THE BACK OF THIE
ENOICAOTT NEwW Yyame ETATEMENT wiLl B8 WELAFLL, Iw
BALANCING YOUR ACEOUNT,
Exhibit 6¢c
Lo, ek .h:ac =)
W C. 2%60
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CURRENT CHECEING BALANCE 04705785
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96.27
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If you are searching for a specific deposit known to have oc-
cured, account statements may reveal the amount(s) and
date(s).

In the absence of known deposits, one can look for large de-
posits or various patterns in the deposits noted on the state-
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ments. In general, look for larger deposits, particularly if your
subject is part of a large narcotics organization. If a case in-
volves a smdl-scde trafficker, you may want to request smaller
deposits or even dl deposits. In addition, be dert for business
deposits that appear to be out of the ordinary, such as large,
even amounts deposited in an account of a retail business
where receipts are normally received in smal, uneven
amounts.

Among the deposit patterns to look for on statements are at
least two transactions of $10,000 or more on the same day;
large deposits in round numbers; and repeated deposits of the
same amounts, especidly when they are deposited with notice-
able regularity. Also look for patterns in the timing of the
transactions, such as deposits that occur shortly after an ob-
served narcotics transaction. Those patterns not only suggest
crimina activity but dso may provide probable cause for
search or arrest warrants or for civil seizure of assets.

You may aso choose to trace money by checking the ac-
counts for deposits over a certain amount, such as al transac-
tions over $5,000 or dl of those made in even hundreds over
$1,000.

Finally, you could search according to the type of deposit
transaction, such as by focusing on dl currency transactions
and/or dl large or unusual memo entries. The latter may indi-
cate wire transfers, loans, certificates of deposit, investments,
or other hidden assets.

How Many Records Should be Requested?

Determining how much material to request can be difficult. It
depends on the bank. If the bank can retrieve the documents
eadly, obtain more than you think you will need. If, on the
other hand, the bank will have difficulty obtaining the items,
sdlect carefully. Remember, you can aways get more from the
bank. Your workload and public relations with the bank will
help you decide how much to request and when to request it.

Note that some accounts may dictate a 100-percent search.
That would be cdled for if the account is obvioudy a launder-
ing account or if it is a hidden account.



Ask for Front and Back

Request both the front and back of each document selected, in-
cluding deposit tickets, memo entries, and canceled checks.
You need both the front and back to get endorsements, en-
coded numbers, and bank stamps. Remember, amost al docu-
ment locator encoding is on the back of each item (Exhibits).

Requesting a Back-up Search

If the bank tells you there is no microfilm, or the requested
item cannot be found or read on the film, consider requesting
a back-up search. For example, some banks film dl statement
items just before they are sent out. This, in effect, is a second
st of film for the items, the firg being shot when the items
come through the proof department. This second set is an ex-
cellent source of back-up data if the item cannot be found on
the proof film.

The teller's tape and proof envelope are also good back up
material. They are coded with numbers representing every
transaction. Those numbers indicate the type of transaction—
deposit, withdrawal, exchange—and the amount. In addition,
the bank's computer reports may give the required details con-
cerning a logt transaction, though these generaly contain only
numbers.

Always ask the bank about other types of back-up systems
they may have. But this is an expensive proposition and must
be chosen carefully. The back-up items may not give you the
type of information needed. For instance, payee names, names
of depositors, and endorsements will probably not be reveaed.
Always discuss this choice carefully with a knowledgeable
bank officer who can tell you exactly what you are getting for
your time and money.

Analyzing Deposit Documents

Once the requested deposit-related items arrive, anayze the
de-posit tickets (Exhibit 7) and memo entries (Exhibit 8aand 8b).
Most deposit tickets and memo entries will not have much
useful information on them, so the next step is to obtain the

20

Exhibit 7
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items deposited and the items represented by the memo
entries.

Requesting copies of the fronts and backs of items deposited
and credit memos will revea the actual source of the deposits.
Note that the items deposited are not the deposit dips. The
items deposited are copies of the actua checks and other docu-
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ments that are listed on the deposit ticket.
Requesting the bank to make a careful search of the proof

microfilm when cash deposits are found is important. A good
idea is to have the bank examine at least the two items before

and the two items aftar the cash transaction. This kind of

search will help reveal cash splits. Those might include a large

cash deposit that is split among severa accounts, or cash with-
drawas from several accounts which make up one deposit in
the account being searched.

Mogt currency transactions over $10,000 require that a cur-
rency transaction report (CTR) be filed by the bank in accord-
ance with the Bank Secrecy Act (Exhibit 9). The Bank Secrecy
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34 W ather than U § currency i imoierd, feate urnish Ihe faliowing informaban. B Cachangs made ] Iorar L) Mam U 5 carrency ==

b Cumrency mame & Country of Tatsl amount of sech loneign curmncy in U §
doiars) . B §

35 W acheck or wive Loansdir was sovolvad in By bransdcticn, o/ ease lumiah Whe foiloe s
& 1t mare than ene cheth & wive transter 13 invaleed, see adructions and :nm:rm ¥ 8 =]
& Owle af eleck or wire tranyies © mhn;lnfm!:l« Wi transterin US| & Papee
"3,
‘ 3
G —tEe—ie e s =5 L S
# Orawes ol check | Dimwee gank snc MICA rumter
Im Financlal institution whare currency transaction took place
36 Checa applicable Bas to indlcate typral firancal batiiution |i ] Bams (eqlarcode pambet from imbrosheraher) ® . ...
&[] Savings and bman szzociation e[]) Creanimien d ] Secunty preker/deaies ® ] Other

AT Hamy sl finarcul nanbdion 38 Employer sdeniificat on number

35 Address fnumbar and strest) A0 Sooal sacuriny aumber

L E =7
41 Gy 42 Sty _[u DFcode |44 MICR number
A5 Sgasture (preparer) a6 Tile a7 Dite
Sign '
Here A8 Type ov prnt preparer's N M3 Aoprovng eificial (egnature) SO0

22

Form d 789 (B 13-4 Pa 2
Mulliple Transactions
hie parts balow if box J, 14, or 353 an
Gonllnued— Comiplele Il box 1 on page 1 [s chached ]
# Lastname 3 First name 4 Maddbe sreta) | 5 Saual secunty mumber

7 Dcewpahon, prafesiion, i B

8 Cay 1 3 Slale Iw TP code 1L Catsrtry i pgt U 5 |

& Agdraes [mumber and st}

£ S d o ity LT SDewcthe B I e o s P e SO e
b luuedby & Nimber ¥
T Lastrame [ 3 Fmuname 4 Whodie nitisl S Spoa secumly rumber

& Address (rumber 3nd street) 7 Gocupation. profeson, oF Duiness

& Oty 3 Stgte rﬂ?ll‘:c\dt 1 Cauntry [ nat U3 )

12 Mathoa waed tever by enity # Cracnbe ®
I l33ren by ™

Contlnued—Compiete I box 14 on page 1 Is checked

18 individial’s st aame 16 Fust name 17 Mucdie nilai | L8 Socush securty number

19 & Mame of engamurabion ]a Creck i (1) ] beaker/denlor m secumien, o 20 Employer denbibeation rumber
| (2} ] heancial cisttulion faes matrctona)] . _

ZU Aderess {naumber 303 sireel) 73 Cexupaton, prodesalan, of butiness

73 iy f Tk l!s TP tace Juownm(-rmus)

15 insudus's (80l e im st nama AT Whadlemiieni | 48 Saea) secanty number

S — -
19 a Mame of pganslion Tt Cheek i (1) ] roens/ouater it securties of 20 Ermplayer mentilicalan number
l 123 ] fenancesl ingttulinn (sae mstricuans)

122 Gecupmiian, proféssian, or uminess

21 Addreas (rumBer andatreat)

23 Ty -

4 T I:s FILTTT 26 Caurtry (it nat 5}

35 b Uatm gl crech or wue :raml‘n

€ AmaunTt ol Chech f wirt Tanale (M U S | d Payee
datlani)

& Orawer ol chech f Ormee bank ang MICH number

e # Gunkot chochar vore arades v & [ d Paee

waitan)

35 b Oals nf chack or war Wamiar

« Do of Eech N 1 1 Cramea bank a0 MICR Aumbas

23



Act and related money-laundering issues are beyond the scope
of this paper, but you should & least be aware of some of the
information contained in CTRS, such as the names and ad-
dresses of the persons involved in the transaction and the so-
ad security numbers of the person conducting the transaction.
Banks are required to file these reports; willful fallure to file
constitutes a felony. U.S. Customs Service headquarters main-
tains a data base of CTRs filed.

Other deposit items can be broken down into two types. on-
usitemsand clearinghouseitems. Bath should be traced to their
ultimate use or source within or outside the bank.

The firg step is to request the ultimate use or source of on-us
items deposited. Those are such items as loan proceeds, certifi-
caes of deposit or other securities negotiated, wire transfers
in, bank checks deposited, and checks from other accounts at
the bank.

If the deposit is the proceeds from a loan, obtain and ana-
lyze the loan file. How to do thisis covered later; what it may
uncover is discussed here.

Tracing loan proceeds to their ultimate use source may re-
ved hidden assets. This could be red estate either purchased
with the loan or used to secure the loan; other assets pur-
chased with, or used as collaterd for, the loan; or bank or se-
curities accounts.

The discovery of aloan could adso lead to other witnesses,
principals, or co-conspirators. They might be co-sgners of the
loan, others making loan payments, or actual owners of the se-
curities serving as collaterd. Credit file leads can dso be found
in the loan file

The important point to remember is to follow-up when loans
are discovered. For example, tracing securities (used as collat-
erd for, or purchased with the proceeds df, the loan) to their
ultimate source may revea that the funds used to purchase
them came from other hidden assets. The point is, do not just
stop with the security. Go back to the security file and find the
origin of the funds used to purchase it. Keegp tracing until you
reach the find source.

If the deposit came from a wire transfer, trace the wire to
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the originating bank to see where the funds for the wire origi-
nated. Again, this search could lead to other accounts, other
witnesses, principals, coconspirators, or offshore transactions.

Bank checks deposited, such as cashier's checks and money
orders, could be an indication of "smurfing" operations (struc-
tured currency transactions), particularly if large numbers of
even-amount cashier's checks appear on a regular basis. Even
occasond bank checks should be traced to their ultimate
source, for bank checks are a favorite means of hiding the
source and disposition of illegdly gotten gains.

Cashier's checks often lead to other hidden accounts. They
can lead to the discovery of hidden assets, for such checks are
often used to distribute the proceeds of loans, the sale of secu-
rities, rea estate closng proceeds, and smilar items. Those
checks can dso lead to other witnesses, principals, or cocon-
spirators who purchased or endorsed the check deposited into
the subject's account.

On-us third-party checks deposited in the account in ques-
tion may indicate their purpose on their face, and thus require
no further follow-up. In such instances, the payment may be
from a known source within the bank or it may have sufficient
identifying information on it to alow you to locate and inter-
view the witness regarding the purpose of the payment.

Other on-us checks deposited should be traced through the
bank to their ultimate source. This may require a subpoena to
open up yet another account to investigate. Once that account
is opened, the investigative process begins again.

Another source of depositsis clearinghouseitems. For our pur-
poses, we will include both locd clearinghouse and out of
town trangit items in this category. Since clearinghouse items
will probably require legal process to trace them through third -
party banks, carefully weigh which ones are worth pursuing.
Some clearinghouse items will have sufficient identification to
permit you to find and interview a witness—generdly a
cheaper and quicker method than trying to run the item
through another bank.

Whether an item is an on-us item or a clearinghouse item
can be determined by looking at the bank name on the check
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Exhibit 10a
American Bankers Association Code

Also known as ABA Transit Number

No. 1-48 idantifies the city .—v- 68-424 ~—— This number identifies the bank
No. 50-98 identifies the state 514

Thus the number 68—424 is identified as follows
B8—State of Virginia
424—Arlington Trust Co., Arlington, Virginia

Federal Reserve Routing Code

No. 1-9 identifies the 68-424 This number identifies:

Federal Raserve District ———— 514 1= Head office of the Federal
Reserve District

2-6 Branch offices of Federal
Reserve District

This number signifies:

D~ Available for immediate credit
Deferred credit

M [ Designates the state in which
the drawea bank is located

6-9 Special collection
arrangements
Thus the number 514 is identified as follows:
5—Fifth Federal Reserve District
1—Head office in Richmond, Virginia
4—Deferred credit and the State of Virginia

(is the name the same as that of the bank at which the deposit
was made?), or by looking at the bank endorsements on the
back of the item. If the item has a different bank's endorse-
ment or a Federd Reserve bank endorsement, it is a clearing-
house item (Exhibit 3).

Many bank endorsements include the bank's transit number
(BExhibit 3, 105 10b, and 10c). Those will help you locate the
third-party bank, particularly if the rest of the bank endorse-
ment is illegible.

Tracing clearinghouse items consists of taking the item in
question to the third-party bank with appropriate legal process
to dlow you to track the item to its ultimate source.

2

Exhibit 10b

The Numerical System of The American Bankers Association

Index to Prefix Numbers of Cities and States
Numbers 1 to 49 inclusive are Prefixes for Cities

Numbers 50 to 99 inclusive are Prefixes for States

Prefix Numbers 50 to 58 are Eastern States

Prefix Number 59 is Hawaii

Prefix Numbers 60 to 69 are Southeastern States
Prefix Numbers 70 to 79 are Central States

Prefix Numbers 80 to 88 are Southwestern States
Prefix Numbers 90 to 99 are Western States
Prefix Number 89 is Alaska

Prefix Numbers of Cities in Numerical Order

1 New Yark, N.Y. 35 Houston, Texas

2 Chicago, Il 36 St. Jaseph, Mo.

3 Philadelphia, Pa. 37 Fort Worth, Texas
4 St. Louis, Mo, 38 Savannah, Ga.

5 Boston, Mass. 39 Oklahoma City, Okla.
6 Cleveland, Ohio 40 Wichita, Kan.

7 Baltimore, Md. 41 Sioux City, lowa

8 Pittsburgh, Pa. 42 Pueblo, Calo.

9 Detroit, Mich. 43 Lincoln, Neb.

10 Buffalo, N.Y. 44 Topeka, Kan.
11 San Francisco, Calif. 45 Dubuque, lowa
12 Milwaukee, Wis. 48 Galveston, Texas
13 Cincinnati, Qhio 47 Cedar Rapids, lowa
14 New Orleans, La. 48 Wacao, Texas
15 Washington, D.C. 49 Muskogee, Okla.

16 Los Angeles, Calif.

17 Minneapolis, Minn. Prefix Numbers of States

18 Kansas City, Mo. in Numerical Order
19 Seattle, Wash. 50 New Yark

20 Indianapolis, Ind. 51 Connecticut

21 Louisville, Ky. 52 Maine

22 St. Paul, Minn, 653 Massachusetts
23 Denver, Colo. 54 New Hampshire
24 Portland, Ore. 55 New Jersey

25 Columbus, Ohio 56 Ohio

26 Memphis, Tenn. 57 Rhode Island
27 Omaha, Neb. 58 Vermont

28 Spokane, Wash. 59 Hawaii

29 Albany, N.Y. 60 Pennsylvania
30 San Antonio, Texas 61 Alabama

31 Salt Lake City, Utah 62 Delaware

32 Dallas, Texas 63 Florida

33 Des Maines, lowa 64 Georgia

34 Tacoma, Wash. 65 Maryland

66
67

69
70
71
72
73
74
75
76
77
78
79
80
81
82
a3

85
86

88
89
30
9
92
93
94
95
96
97
a8
99
101

North Carolina
South Carolina
Virginia
West Virginia
Illinois
Indiana

lowa
Kentucky
Michigan
Minnesota
Nebraska
North Dakota
South Dakota
Wisconsin
Missouri
Arkansas
Colorado
Kansas
Louisiana
Mississippi
Oklahoma
Tennessee
Texas

Alaska
California
Arizona
Idaho
Montana
Nevada

New Mexico
Oregon

Utah
Washington
Wyoming
Territories
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Exhibit 10c
Routing Symbols
Routing symbols {in italics) of banks that are members of the Federal Reserve

System

All banks in area served by a Federal Reserve bank or branch carry the routing
symbol of the Federal Reserve bank or branch

Federal Reserve Banks and Branches

1. Federal Reserve Bank of 5-1 9. Federal Reserve Bank of  17-8
Boston Head Office 770 Minneapolis Head Office 970
2. Federal Reserve Bank of 1-120 Helena Branch 93-26
New York Head Office 270 920
Buffalo Branch 10-26 10. Federal Reserve Bank of 18-4
220 Kansas City Head Office 7070
3. Federal Reserve Bank of 3-4 Denver Branch 23-189
Philadelphia Head Office ~ 370 1020
4, Federal Reserve Bank of 0-1 Oklahoma City Branch 39-24
Cleveland Head Office 470 T030
Cincinnati Branch 13-43 Omaha Branch 27-12
420 7040
Pittsburgh Branch B8-30 11. Federal Reserve Bank of  32-3
q30 Dallas Head Office 1770
5. Federal Reserve Bank of 68-3 El Paso Branch 88-1
Richmond Head Office 570 7720
Baltimore Branch 7-27 Houston Branch 35-4
320
Charlotte Branch 66—20 San Antonio Branch 30-72
6. Federal Reserve Bank of 64-14 12. Federal Reserve Bank of 11-37
Atlanta Head Office 670 San Francisco Head 1270
Birmingham Branch 61-19 Office
620 Los Angeles Branch 16-16
Jacksonville Branch 63-19 1220
630 Partland Branch 24-1
Nashvile Branch 87-10 _ 7230
Salt Lake City Branch 31-31
New Orleans Branch 14-21 7240
650 Seattle Branch 19-1
7. Federal Reserve Bank of  2-30 7250
Chicago Head Office 710
Detroit Branch 8-29
8. Federal Reserve Bank of 4-4
St. Louis Head Office 870
Little Rock Branch 81-13
Louisville Branch 21-59
330
Memphis Branch 26-3
840
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Exhibit 11

A\
\/

Cash Dupash

MACHINE STAMPING EXAMPLE OF CHECK CAIHED

Dwrta Tetler Traaction Signifes Amount
Wentiflcatinn Humbee Cashag at Check
Hay 1 - 81 1 aa7 cc 100. 040

MAY-1-81 22 CoT e j(0.08

Tracing Withdrawals/Disbur sements

While tracing deposited items to locate the ultimate source of
funds entering the subject's bank account, you can trace the
other end—the check withdrawals and other disbursements—
a the same time,

Investigating disbursements is the same, in reverse, as the
technique just discussed. In fact, it consists of fewer steps, for
you can normally go right from the check endorsement or
payee to the ultimate disposition. Again, disbursements are of
two types, on-us items and clearinghouse items.

The firg step is to review the checks for "cash” stamps and
endorsements (Exhibit 11). Ask the banker to explain the cash-
stamp and endorsement system. As previously noted, request-
ing a careful search of the proof microfilm for al cashed checks
is important, including checks payable not only to cash but
aso to third parties and subsequently cashed.
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As with cash deposits, an anadys's of both sides of the cash
item on the microfilm may revea what the cashed item was
used for. The item could have been redeposited into one or
more hidden accounts. On the other hand, it might have been
used to purchase nonaccount items such as hidden certificates
of deposit or securities.

Cashier's checks might have been purchased. If those are
discovered, they should be traced, since tracing cashier's
checks may reveal additional undisclosed assets. In addition,
the money may have been used to make payments on loans
used to purchase undisclosed assets, such as houses, yachts,
and airplanes. Again, remember to look for compliance with
the reporting requirements for transactions over $10,000 under
the Bank Secrecy Act.

An analysis of canceled checks may identify checks which
require no further bank follow-up because either the payee is
obvious or the purpose of check is obvious.

Trace the ultimate disposition of dl on-us checks (payable to
bank, cash, or third parties and negotiated at the bank). Fir,
request evidence of the check's deposit to another account
within the bank (trace for leads as noted above). Once such
evidence is obtained, review the third-party's account state-
ment and the deposit ticket containing the item deposited. In
addition, review the other items deposited with the check.
Look for leads to other witnesses and/or for questionable trans-
actions that need further follow-up.

Trace dl payments to nonaccount items for leads. Trace loan
payments through the loan records, and trace the purchases of
securities and certificates of deposit to their ultimate disposi-
tion. It is important to determine what happened to the pro-
ceeds of the securities and certificates of deposit when they
were ultimately negotiated. In addition, wire transfers out
should be followed through the wire transfer department, as
discussed later.

Bank checks purchased with checks from the account should
be traced through the bank's records to determine where they
were ultimately negotiated. If you find that cashier's checks
were deposited into someone else's account, you may have to
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open that account to understand fully the purpose of the
payment.

Findly, determine whether to pursue clearinghouse items.
Obvioudy, tracing transactions via third-party bank endorse-
ments is another step which takes time. But if the payee or the
purpose of the check is not obvious, or if the payee is hostile,
you have no choice but to initiate the trace.

Sear ching Nonaccount Records

Nonaccount transactions can aso provide you with a sgnifi-
cant amount of investigative information.

Loans

If the subject has opened or closed loans with the bank or has
ever applied for loans there, fully document the transaction.
Request dl loan documents since they are usually very easy for
the bank to retrieve, so cost and time are not factors in requisi-
tioning them. Those records should be requested when you
initidly ask for :[he account ledgers.

Loan documents usually maintained by a bank consist of the
loan ledger, the loan application, and the loan correspondence
files

The loan ledger details the loan and the payments made on
it. The loan application is usudly a financia statement full of
leads to other assets (Exhibit 12). In fact, some banks require
an application plus a full set of financid statements as well as
the prior year's federal income tax return. Loan correspond-
ence files contain letters and internal memoranda regarding the
loan. In addition, the loan file may aso contain notes, rea or
chattel mortgages, assignments, and corporate resolutions.

The firg step in an analysis of loan documents is to review
the loan ledger entries. This analysis will help determine
which follow-up records to request, if any. For instance, a nor-
mal business operating loan with regular repayments from the
business bank account may require no follow-up. On the other
hand, unusual loans should be traced from beginning to end.
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Exhibit 12

Firg{ National Bank

NAME

POSITION OR OCCUPATION

BUSINESS NAME

BUSINESS ADDRESS

PHONE

RESIDENCE ADDRESS

PHONE

The following 13 submitied for the purpase of ¢

g and

as cuntinuing (o be true and coreset until 3 waitten notice of 3 change 13 given 10 yuu by the underugned.

PLEASE DO NOT LEAVE ANY QUESTIONS UNANSWERED. USE "NQ" OR "NONE™ WHERE NECESS;\R‘(.

DATE

g credit wath yuu in behall of the undersigned
ar persony, itms ue corpuratons in whuse belu]l'lhc undcmlned may cither mm:lly or juintly with others execute a guaranty

1 your favor The undersigned wacrants that this financial starement 8 true and currect and that you may connider thi siatement

ASSETS

LIABILITIES

Cash an hand wnd yn banky

Motts pay able 1o banki-seyred

Markeiable Secunipes- e Schedule A

Hon-Makeisble S<eunies ~we Sthedule ¥

Noics piy sbie 10 hanki-unpecured

Bus ve braken

Securjues held by brokee in margin acgounin

Amounaly 4y able Lo alheri—wrufed

Resincivd or wontol soek

Amaunts By sble 1o oihen - vamcumd

Fartad Inrereat in Read Latale Lguibet-

Accaunts ahd bills due

e Schedule U Unpaus income jaa
Real Estale Owned - see Schedule D { Dibvés unpasd 1axes and wlenes
Loans Nrcemable

: Aulomobies end aiher persona property

Rl eytate moligages pryabie -
v Schedule O

CONFIDENTIAL
SCHEDULE A - US GOVERNMENTS AND MARKETABLE SECURITIES
Mo, of Share or D Tonal
st Vi (il i iy Market Vilue Soutes of Valua
Bl
SCHEDULE B - NON-MARKETABLE SECURITIES
Mo of Shares Baok Vilue Pes Mo of Shues
Descnpiion of Securities Ountanding [y, 0 Financial Statement Owped Tota Valus
SCHEDULE C ~ PARTIAL INTERESTS IN REAL ESTATE EQUITIES
% of Yol | Camic)on T
Lowstion of Property Qwnerihip Type Purch, Harked (M) Maortpage Equity 1
==
L
]
SCHEDULE D - REAL ESTATE DWNED
Duscrigtion of Property Dyix Macket Moriae
and | mprovemenn Acquined Tithe \a Nams of Coii Vibue Amaoun| laromiity

| Cash yainc-Ufe myurance - vee Seheduie b

Other debls - lemian

Other ausett =itemue;

SCHEDULE E - LIFE INSURANCE CARRIED. INCL. N5 L I. AND GROUP INSURANCE

TOTAL LIABILITIES

Focn Amount Name of Company Benelicmny

Cush Surrencar

Vilue Losns

HLT WORTH

[ TOTAL ASSETS

TOTAL L1AB AND N¢T WORTH

Are all bad and duubtlul 3ssers excluded fium this

Income taxes seitled through what date?

If o, explain

Addrtsonal Jssessnients §

SCHEDULE F - NAMES OF BANKS OR FINANCE COMPANIES WHERE CREDIT HAS BEEN OBTAINED

ANNUAL SOURCES OF INCOME

PERSOMNAL AND GENERAL INFORMATION

Hygh

Nama and Addeen umd Credit

Dwe Scowmd ot
Carrenlly Unsecured

Salary. banus & 3

Drnderidn

Da you have 1 will®

I yes, name al enecuion,

Real estate wocomy

Are you & paniner or officer 1a any other venture®

Age you abligated to pay alimony chald 1apparl,
ar pay TAM o, describe

THE UNDERSIGNED CERTIFIES THAT BOTH SIDES HEREOF AND THE INFORMATION IN-
SERTED THEREIN HAS BEEN CAREFULLY READ AND |3 TRUE, CORRECT AND COMPLETE

SIGHATURE

1} SIGHATURE,

(TOTAL fl
CONTINGENT LIABILITIES Socal Secunty No Ak |
A 1 pladged”™

Do you have any contmgent Labilites® S Aol

Iy, s datuls Are you delendant in any sasts of begal schiom”

As andaner, co-maker a1 guannier 1

T deaoes o1 coRUAELY 5 Prnooal Benk actounts Aumed al:

<laims 1
Crhas ipectal dabt [ Hare you evei Wheo bankeupicy Eaplin
Amount of contested wnooma s beny 1
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Unusua loans would include those involving no record of
loan proceeds going to the subject's bank account. As thisis
contrary to normal banking practice, you may find that the
funds went to another account or were used to purchase an
undisclosed asset.

Loans in odd amounts may aso be unusual. Whether the
amount is truly odd depends upon the subject's business. That
must be considered when deciding whether to trace the loan.

The loan records may aso indicate when a bank is in collu-
sion with the subject. When the records show that a loan re-
payment is long overdue or the loan has an extended rollover,
collusion between the borrower and the bank may exist. Like-
wise, loans made or maintained in violation of bank policy
may aso indicate a "special" arrangement between the two
that you should know about.

A loan that appears to be way above the individual's ability
to repay dso suggests colluson, although this particular cir-
cumstance may instead be indicative of a hidden financial
statement showing the subject's net worth to be much higher
than that on the filed financia statement.

Loans that show unusual repayments should aso be traced.
Lump sum repayments and odd-amount repayments are gen-
erdly considered unusual. Payments that are consistently late
or otherwise against bank policy should aso raise suspicions,

as should payments that did not come from the subject's bank
account.

In dl those cases, you are looking for leads to other people
or to other assets. For example, loan proceeds may have been
deposited in hidden accounts, or those accounts may be used
to make loan payments. Loans are frequently secured by hid-
den assets or may be co-signed by previously unknown associ-
ates. Alternatively, your subject may have taken out the loan
for someone else. Tracing the ultimate disposition of the loan
proceeds and the ultimate source of the loan repayments will
uncover those leads.

The possibilities of the find disposition of the loan are Smi-
lar to those discussed with respect to tracing account transac-
tions. The disposition may be within or outside of the bank.
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Within the bank, the money may have been deposited into
your subject's account, which would be the normal disposi-
tion, or into someone else's account. It may have been used to
purchase a certificate of deposit or security through the bank's
brokerage department. In some cases, one loan will be used to
replace another in a rollover loan situation.

If the loan proceeds were sent out of the bank, you might be
able to trace their path within the bank; before tracing them to
their ultimate disposition, consider the cost/benefit of taking
that step. The trace may not be worth the effort.

In tracing the funds within the bank, you may find that they
were sent to the wire transfer department for transfer out of
the bank. However, more commonly the proceeds are sent out
of the bank via a bank check that the subject negotiates else-
where. This check could be traced within the bank to deter-
mine the name and location of the bank where it was cashed.

Also trace the ultimate source of loan repayments. Again, it
could be from within the bank. If so, repayment normally
would come from the subject's account, but it could come from
an undisclosed negotiated certificate of deposit or security.

In addition, repayments could come from a third party's ac-
count in the bank, which may mean that the loan redly be-
longs to the third party and not the subject. For instance, what
is the sgnificance of the loan being in your subject's name, the
proceeds being used to buy a luxury car the subject is known
to drive, and the repayments coming from a third party's ac-
count? Obvioudy dl these factors can become critical when
trying to determine whether you have found an asset that can
be seized. If the repayments come from outside the bank, you
need to decide whether follow-up is justified.

In your review of the loan files, thoroughly examine dl other
loan documents, such as credit applications, financia state-
ments, internal memoranda, |etters, etc. Those can often lead
to other witnesses or assets not previously uncovered. The fig-
ures on the financia statement or credit application can aso be
invaluable if you are using an indirect method of proof as part
of your case against the subject.
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Certificates of Deposit and Securities

Assume you are examining a subject's bank records and you
see a check written for the purchase of a certificate of deposit
(Exhibit 13). Later you find another check used to purchase a
security through the bank's discount brokerage department.
Firg have the bank retrieve the certificate of deposit and secu-
rities files. Then obtain whatever additional records needed to
trace the ultimate source of funds used to buy the certificates
of deposit and securities. Likewise trace the ultimate disposi-
tion of the funds disbursed when those instruments were fi-
nally negotiated. You should aso look in the file to see if those
items were pledged for loans which may have been obtained
to purchase yet other assets,

Bank Checks

Bank checks (Exhibits 14a, 14b, and 14c) can present difficult
problems because, normally, they are extremely time consum-
ing and expensive to locate, unless you know the date or num-
ber of the check.

However, if you locate deposits of bank checks into your
subject's account or discover that he or she has purchased a
bank check with a check from his or her account, then finding
those checks will not be difficult. The bank can locate them
quickly by obtaining a microfilm copy of the check deposited
or purchased. From that you can get the check register of the
check deposited (Exhibit 14a). The register may tell you who
purchased the check. If not, the bank will be able to determine
that from its internal records. The bank can aso obtain the mi-
crofilm copy of the check purchased from your subject's ac-
count. Endorsements on the back of the check will alow you
to trace it to its ultimate disposition.

If, on the other hand, you know only that your subject has a
habit of buying bank checks at the bank and the purchase was
not made from any known bank account, retrieval of these
items will be extremely difficult—for in most banks this re-
trieva requires a search of every bank check written. This
could total thousands of checks a day. Despite this, discussing
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your problem carefully with the appropriate bank officd is a-
ways a good idea, snce dl banks differ in their treatment of
bank checks. You may find a shortcut.

Another option is to interview employees at the branch lev-
els to see if you can locate witnesses who can pinpoint the
transactions more closdly. If the subject goes to the same
branch, officer, or teller, that person may be able to help you
narrow the search. On the other hand, if the teller or officer is

in colluson with your subject, that type of contact may do
more harm than good.
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Obvioudy, if you decide that bank checks are worth request-
ing, both the source of funds used to purchase the checks and
the ultimate disposition of the checks should be traced.

Currency Exchange

Documenting pure currency exchanges is equdly difficult. Un-
fortunately, the use of currency and the use of cashier's checks
are the two primary methods of laundering funds since these
methods leave few paper trails to follow.

If you suspect that the subject is engaging in cash-for-cash
transactions, the primary avenue of investigation will have to
be the branch personnel where the transactions took place.
Pure cash-for-cash transactions are normaly very hard to docu-
ment. They generally require a search of dl teller tapes and
proof film by date, and even that is not conclusive. That proce-
dure is not only expensive and time consuming but may be fu-
tile as well. Nonetheless, such evidence can be usgful to corro-
borate the testimony of a bank employee.

Some banks now require customers to make deposits and
withdrawals rather than exchanges. This leaves a paper trail to
follow.

Many banks now capture large cash transactions separately,
which may make them easier to locate. You need to discuss
the record-keeping system with appropriate bank personnel to
determine the best approach to this problem.

If you isolate a date of a certain cash transaction, have the
bank copy severa transactions before and after the cash trans-
action you are interested in, as it may give you a tral to the
source or disposition of the cash. Remember to check for com-
pliance with the Bank Secrecy Act when you locate large cur-
rency transactions, particularly if they are over $10,000.

Wire Transfers

Once the bad guys think they have their money safely depos-
ited in a bank, they tend to attempt to launder their funds by
wire transfers to other banks in the U.5. or abroad (Exhibit 15).
There is nothing mysterious about wire transfers. Like any-
thing else, if you see a memo entry in the account indicating a

40

Exhibit 15

Tsi/AMERICAN BANK Order l'otrOM::ney ;l‘ransler
utgoing

Amgunt § Data. 13 Peeparedby

Purchasers name

Agdress

Fee S —

Homa phone

Work phone

Balance

Raceiing inshiulion

AR _

Cradll 1o accaunt of

Hald Amounl — ==
Funds venhed by ——
Hold placed by _— s — —

Authonzed Personnet Use Only

Banghoary accounl # =i =

Farergn Amaund
FRalarence

Rate __

US Amount £

Addignal Infi

e

on §—
TOTAL |

THE UNOERSIGNED PURCHASER HERERY EXPRESSLY AGREES THAT \ Dals 19 __ Time
ACCEPTANCE OF THIS ORDER BY FIRST AMERICAN BANK OF VIAGINIA Wira Tranaler

IS SUBJECT TO THE TERMS AND CONDITIONS STATED BY THE Representaliva
REVERASE SIDEHERECF Authonzad
Signature

Purchaser's Sig —

© e Al O e BETRS P p3n ARDT

B ey B smwtay 38 (910 Chan Bedge Pad

B Rt e Mciuan Yopres 7100 Trwphone #733031 TTTE
L m Ny

259 RIEBE3)  Whila - Bracch Copy Yallow - @ranch Copy Fink - Custamar Copy

wire transfer, the bank can generaly easily retrieve the docu-
ments pertaining to the wire.

Those documents will identify who sent the wire and to
which bank, along with the date and the amount. Regarding
wire transfers sent to another bank within the United States,
the sending bank's documents will dso generally indicate to
which account at the recelving institution the money was cred-
ited. If the sending bank's documents do not specify the ac-
count, the receiving institution knows that information. So it is
a matter of taking the evidence to the receiving institution and
documenting the ultimate disposition of the wire.
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Exhibit 1
xhibit 15a Safe Deposit Boxes

Regarding documentation of safe deposit box ownership and
entries, obtain the safe deposit box signature card, which aso

First American Bank of ¥irginis
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Wires sent offshore are another matter. Tracing them de-
pends upon the country and the institution receiving the =
funds. A complete discussion of tracing funds laundered df-
shore is beyond the scope of this paper. Suffice it to say that =
you should get dl the documents available pertaining to funds

wired offshore and pursue the issue as appropriate. Do not < = —_
give up just because the wire transfer went offshore. - R

If, on the other hand, you suspect that the subject moved - 10 . MEAEBY OESIONATE - HEAEBY CESIGNATE
funds by wire but you do not know from what source or MO RBPONT e gorronT

when, then you are confronted with the same problem you
had with bank checks. Hundreds of thousands of wires are

sent every day. To isolate the ones sent by your subject can be

very codtly and time consuming.
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forteddan o allow he box o be opanad by such persan, the box may be clased lo every one, until such ach, wit, decrae
:r process be :nnullad Tha lesscr may refuse aceess to the box al any hms until all charges connecled with tha box
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whan this rantal conlract s entered i1o, ar n one of equal speciicabions, the door o which box shail be locked at &l
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9 Al ranlals of boxas shall be payable in advance, and il possesson of the Box rented 1s not gven up and s heys
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Summary and Conclusion

The techniques described in this paper can be used to trace
anything that leaves a paper trail. For example, cases have
been broken by detection of small, seemingly insignificant
items in a bank account. Hidden real estate in another town
has been discovered by small payments of utility bills, phone
bills, retail charges out of town, taxes, or insurance. Hidden
brokerage accounts, either in or out of town, have been dis-
covered by detection of smal payments of interest on a margin
account paid from a known bank account.

Other bank accounts often surface from small itemsin a
known bank account. A deposit to a hidden account may inad-
vertently clear a known account. Other interaccount transfers
or wire transfers between accounts may occur. A third-party
check may clear a hidden account. A credit application may list
both accounts.

Thus, tracing financial records is much more than just a pa-
per chase. The trace can quickly lead you to assets that can be
seized using avil procedures, which are much quicker and eas-
ier than those associated with the crimina seizures most en-
forcement officers are used to.

Unlocking bank records provides the leverage to uncover
hidden assets and previousy unknown witnesses, principals,
and coconspirators.

The author and PERF wish to acknowledge the Drug Enforcement Administration
for its contribution of Exhibits 2a, 3, 4, 6a-c, 7, 10a-c, 11, and 12; and the First
American Bank of Virginia for its contribution of Exhibits 5, Ba-b, 9, 13, Ma-c, 15,
and l6a-b.
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