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Abstract

The last 30 years have seen the emergence and massive growth in use of new payment systems involving plagtic cards. The
use of cheque, credit and, more recently, debit cards is now commonplace in the UK, but losses arising from fraudulent use of
plastic cards has aso grown. This paper describes the dtrategy that was implemented by the banking industry in the UK, and
shows how it has successfully reduced losses arising from plagtic card fraud.
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1. Introduction

The higtory of the cheque, credit and debit (plastic)
cad in the UK is awonderful illustration of how new
forms of social and commercia activity can adso cre-
ate new opportunities for criminal activity. The recent
successul efforts in the UK to tackle the problem
illugtrate, in turn, what can be achieved by taking a
strategic approach to the problem.

Plastic cards were first issued in Britain in 1965; the
firda was a cheque guarantee card. There are now
some 86 million plastic cards in issue in the UK today,
making the UK one of the world's largest users, per
capita, of plastic cards. But this growth in plastic card
business dso brought with it fraudulent card use. In
1990, the Home Office commissioned research to
consider how the problem might best be tackled (Levi
et a, 1991). The following describes the extent and
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nature of plastic card fraud at that time, and the
strategy that was put in place to tackle it following
publication of the report in 1991.

Fig. 1 shows the scae of the problem in terms of
financial loss againgt the major retail banks by 1990.
Between 1988 and 1990, total cost of fraud againgt the
magjor retail banks had grown by 97%, but plagtic
fraud was up 126% and this occurred during a period
when the number of credit cards issued increased by
only 30%.

In order to design a preventive strategy, the re-
search examined the circumstances surrounding
fraudulent card use, both the ways in which cards are
obtained and the location where the fraud takes place.
Fig. 2 shows that the main way in which fraudsters
obtained the cards was through directly stealing from
the card holder or the card being logt by owners.
Postal interception presented a rather different prob-
lem. Although fewer cards were obtained in the way,
the loss per card is high because it takes losers longer
to redlise what has happened: the thief has a larger
window of opportunity for using the card. In 1990, the
fraudulent use of cards intercepted in the post was
estimated to have constituted 24% of al plagtic card
fraud losses (Association for Payment Clearing Ser-
vices). In relation to the place where the fraudster
uses the card once it has been obtained, Fig. 3 shows
that the point of sde in the retail sector wes the site
of nearly 80% of dl fraudulent use in 1990.

0955-1662/%/$15.00 Crown copyright @< 1996 Published by Elsevier Science Irdland Ltd. All rights reserved.

Pl | :S0955-1662(96)0014 7-6



24 B. Webh /Security Journal 7 (1996) 23-25

Fraud losses (£m), S |

“The place of card misuse, 1990

D nmilerfpoint S
il -of sale :
'ﬁ lntornalional

|:] Bankcoumer

Fig. 1. Costs of plastic card fraud In the UK, $988-1990. Source:
Levi et al., 1991

Fig. 2. The circumstances of plastic card loss, 1990. Source: Associ-
ation for Payment Clearing Services

2. The preventive strategy

On the basis of the recommendations presented in
the research report, the banking industry imple-
mented a preventive strategy which was targeted on:

* reducing card misuse a the point of sde in the
retail sector;

e ensuring safe card delivery; and

 encouraging the public to take more care of their
cards.

In deciding what could be done to reduce fraud at
the point of sdle in the retail sector, it was recognised
that any strategy which put the responshbility for
identifying card misuse entirely on retail gaff could
expose those workers to intimidation and violence. An
example of such a strategy might be the introduction

Fig. 3. The place of card misuse, 1990 Source: Association for
Payment Clearing Services

of photographs on cards with the requirement that
retail gaff determine, on the basis of the photo,
whether the user was the legitimate owner. Conse-
quently, the main measure taken by the banks was to
lower floor limits (the transaction vaue a which
authorisation is required from banks before the card
can be accepted). Many more card transactions there-
fore required officid authorisation. Before 1992,
around 10-12% of dl plagtic card transactions re-
quired authorisation from the banks. By 1995, this
had risen to 35% of al card transactions with an
objective of 45% by 1996. In addition to lowering
floor limits, the banking industry aso introduced a
national 'Hot Card File'. This is a sygem for tran-
smitting the details of lost or stolen cards to retail
outlets very quickly, enabling attempts to use cards
reported logt or stolen to be detected even where
transactions are made below authorisation limits.

In tackling the problem of postal interception, the
banks implemented a number of measures. These
included using independent couriers, recorded deliv-
ey or, if appropriate, asking customers to collect
their cards from their branch. The am was to ensure
that the rightful owner received the card and did not
lose it through misaddressing the application or it
being stolen in the course of delivery.

Clearly, many cards were being stolen from owners,
for example from cars or from handbags, or were
being log by owners. 'Card Watch,' a high profile
publicity and education campaign, was launched

"The figure relating to 'retailer/point of sad€' includes a small
amount of loss through mail and telephone order fraud. Such losses
would amount to no more than £1 million in 1990. 'International’
relates to dl fraudulent transactions teking place outside the UK
or UK-issued cards.
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Fig. 4. Plastic card fraud losses, 1990-1994. Sourge: Association for
Payment Clearing Services

therefore, by the Association for Payment Clearing
Sarvice. Posters, lesflets and TV/radio coverage were
used to raise public awareness of the problem and
encourage card holders to take more care of their
cards.

3. Reductions in fraud

Fig. 4 shown the trends in financia loss from plastic
cards from 1990 to 1994. Losses from plagtic card
fraud continued to grow in 1991 but, since the overdll
drategy has been implemented in 1992, losses have
reduced by 41%.

There seems little doubt that the measures intro-
duced at the point of sale, increasing the number of
card transactions requiring bank authorisation and
the introduction of the Hot Card File, have con-
tributed substantialy to this achievement. Losses aris-
ing at the point of sale have reduced by 49% between
1991 and 1994. The system now provides retailers with
much greater potential for recognising an attempt to
use a lost or stolen card fraudulently. The procedures

introduced to ensure safe delivery of cards have aso
contributed greatly to the overal losses from fraud.
Losses aridng from cards intercepted in the post
reduced by 62% between 1991 and 1994, and fdl from
20% of total plagtic fraud losses in 1991 to 13% in
1994,

4. Lessons for the future

Apart from demonstrating the success of this par-
ticular crime prevention strategy, there are some
broader lessons to learn from this case study. In
developing and introducing new products and new
forms of commercid activity, it is important to recog-
nise that new opportunities may be created for crimi-
nal activity. Although it is desirable that such oppor-
tunities are identified at the design and implementa
tion stage, it is likdy that at least some security gaps
will emerge and be exploited after the system has
been operating for a while. It is important therefore,
that management information systems are put in place
to enable the emergence of such weaknesses to be
quickly identified. Once recognised, there should be a
strategic response to the problem. In the case of
plastic card fraud, the strategy required collaboration
right across the banking and retail industry to ensure
that vulnerable aspects of the plastic card sysem were
quickly and effectivdly closed down right across the
system.
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